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PE®EPAT

[osicHroBaIbHA 3amUCKa 0 JUIUIOMHOTO MPOEKTY MICTUTH 73 cTOp., 26 puc.,
15 mxepen.

06'exm docnidicenHss — Mpolec MoOyA0BH IEHTPIB cepTUdiKallli eIeKTPOHUX
KITIOYiB.

IIpeomem docnidsxcenns — apxXiTEKTYpH HIEHTPIB cepTrdiKallli KJIF0UiB B 3a1a4ax
KOHTPOJTIO IIJTICHOCTI JIaHUX.

Memoro Oocnidxcennss € miABUIIEHHS €(QEKTUBHOCTI MNOOYJOBH ILIEHTPIB
ceprudikaiiii KJIHOYiB 32 paXyHOK PO3POOKH CXOBHIIA KJIIOYIB 3 MIATPUMKOIO 3aMIHU
Ta NEPEBIPKU iX IUITICHOCTI.

JUIst [OCATHEHHS TOCTAaBJEHOI METH HEOOXIHO BHUPIIIUTH Pl 3aBAaHb:
MPOBECTH OIJISIJI Ta aHali3 apXITeKTYpH CY4YaCHUX IIEHTPIB Ta iX cHenudiky;
PO3pOOUTH MPOTOTUI LIEHTPY cepTUikarlii, SKU 3aI0BOJILHSE M1IBUIIICHUM BUMOTaM
Mo 3a0e3MeUeHHI0 IUIICHOCTI cepTU(IKATIB; MPOBECTH TECTYyBaHHS PO3POOJIEHOTO
MPOTOTUIY LEHTPY cepTU(IKaIli.

Memoou docnidxncenv. Y po60Ti OyJ10 BUKOPUCTAHO METOJU aHAIi3y, CUHTE3Y,
CUCTEMHOTO aHai3y, MOPIBHSHHSA Ta JOTIYHOTO y3arajJbHEHHS PE3yJIbTaTiB.

Haykosa Hoeuszna. Y1OCKOHAJIEHO METOJ| MEPEBIPKU ILIIICHOCTI €JIEKTPOHOTO
ceprudikary, SKuid Ha BIAMIHY BiJ ICHYIOUMX BUKOPHCTOBYE CTIHKUI O KBAHTOBUX
O00YHCIICHD AITOPUTM MU(PPYBAHHS 3a/J15 TIOBTOPHOTO MIANMUCY cepTUudikaTy, 1o Ja€
3MOTY TapaHTYyBaTH BiJICYTHICTh CTOPOHHBOTO BTPYYaHHS B CUCTEMY.

Ipaxmuuna snauumicme ompumanux pesyrbmamis. B pe3ynbrari NIpoBeIeHUX
JOCIIIJIKEHb CTBOPEHO CHCTEMY KOHTpOJIIO Ta 30epiraHHs cepTU(IKaTiB, IO
CKJIAQJAEThCS 3 YOTHUPHOX OKPEMHUX MIKPOCEPBICIB, KA B MEPCIEKTHUBI MOXe OyTH
po3IIMpeHa 3a paxyHOK BOYIOBH CHCTEMH Yy KIIEHTCbKI Mepexi KOpHUCTyBauiB
CHCTEMH.

LHEHTP CEPTU®IKALII KJIFOUIB, OHOBJIEHHS CEPTU®IKATIB, FA3A
JAHUX, JETBRAINS RIDER



ABSTRACT

Explanatory note to the master’s thesis 73 pp., 26 fig., 15 sources.

The object of research is the process of building electronic key certification
centers.

The subject of research - the architecture of key certification centers in the
problems of data integrity control.

The purpose of the study is to increase the efficiency of building key certification
centers by developing a keystore with support for replacement and verification of their
integrity.

To achieve this goal it is necessary to solve a number of tasks: to review and
analyze the architecture of modern centers and their specifics; to develop a prototype
of the certification center that meets the increased requirements for ensuring the
integrity of certificates; to test the developed prototype of the certification center.

Research methods. The methods of analysis, synthesis, system analysis,
comparison and logical generalization of results were used in the work.

Scientific novelty. The method of checking the integrity of the electronic
certificate has been improved, which, unlike the existing ones, uses a quantum
computing-resistant encryption algorithm for re-signing the certificate, which allows
to guarantee the absence of third-party interference in the system.

The practical significance of the results obtained. As a result of the research, a
system of control and storage of certificates was created, consisting of four separate
microservices, which in the future can be expanded by embedding the system in the

client networks of system users.

KEY CERTIFICATION CENTER, CERTIFICATE UPDATE, DATABASE,
JETBRAINS RIDER
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BCTYII

B nanuii yac mpuBatHICT, Ta KOH(IACHIIHHICTS 1HGOpPMAIlI cTae Bce OUIBII
BXJIMBOIO, HEBII’€MHOI0O YAaCTUHOIO HAIIOTO TMPOIECY KOPHUCTYBAHHS MEPEXKEI0
[aTepHeT. Bee OibIiie MOXKIIMBOCTEH € Y CHCTEMI, SIKi 3/1aTHI ITOJICTIIIATH HaIle KUTTA[S]:

— OHJIAlfH MarasWHH, IO Jal0Th MOXKJIMBICTh MPUI0ATH TOBAP HE BUXOIIYH 3
AOMY;
— pe3epBYBaHHS KBUTKIB Ha TPAHCIOPT Ta Pi3HI 3aXOJH, CTOJIB y Kade Ta
pecTopaHax, HOMEpIB y rOTEISIX;
— OIlUIaTa KOMyHaJIBHUX MOCIYT 0€3 4epr Ta 6araTo iHIIOoro.
1o * moemHye Bei i MOKIMBOCTI? IX moenHye kKoH(ineHuilHicTs iHGopMALii,
Ky KOpPHCTYBay [TIOBUHEH MEpEJaTH CTOPOHI, 0 Hajae nociyry. L indopmanis moxe
OyTu OyAb-sIKOTO THITY: TEKCTOBOIO (OCOOHUCTI JaHi, HOMEpP KPEAUTHOI KapTKH, JaHi
CTPaxoOBKH), ayJl10Bi3yaJlbHOI (CEKpETHI 3aluch pPO3MOB, BijJeOMaTepiajiv, TOIIO),
61HapHOO (0coOuCTI (haitnm). Ycs 115 iHpopMallis Mae OyTH OTpUMaHa 1 MPOYXTaHA JIUIIE
aJpecaTtoMm, Ta B pa3i MepexorieHHl abo BTpaTH HE PO3KpUBATUCSA BUKpamayesi. Jliis
IILOTO BXKE JIABHO iICHYE MEXaHi3M MU PyBaHHS JaHUX, KUK T03BOJISIE OTPUMATH KITIOY,
sammdpyBaTH MOBIAOMIICHHS Ta OyTH BIIEBHEHHUM, IO 1H(OPMAIIIO 3aXHUIIEHO Bij
CTOPOHHIX.
3naBasiocst O, KOJIM € KJII0Y Ta MEXaHI3M — TO MpobsiemMa BupinieHa. Aje Hi, B Lii
cxeMmi Iyxe 0araTo HIOAHCIB, SIK, HAPUKJIIA], TOCTAaBKa KJIIOYIB JI0 agpecaTa, OHOBICHHS
KJIFOYiB, BWJIYYCHHS KIIIOYiB, X 30epiraHHs, nepeBipka migicHocTi. Bero 110 poboty 6epe
Ha ceOe meHTp cepTudikallii KIrodiB, 1 came BiJl HhOT'O 3aJICKUTh, HACKUIBKH O€3MeYHUM
OyJZie BUKOPUCTAHHS OCOOMCTUX JIaHUX, KIIFOUIB Ta UGpyBaHHS. AJie 711 pO3pOOHUKIB
NpPOrpaMHOro 3a0€3MeUeHHsT MOXE CTaTH MpoO0JIeMOI0 MIATPUMaHHsS OaraThoX
cepTudikaTiB B CUCTEMI, IX MMOCTIHHE OHOBJICHHS Ta 3aMiHa B pa3l BII3UBY.
[H110F0 TIPOGIIEMOIO € Te, 0 TEXHIYHUNA MPOrpec BIAOYBAETHCS 3HAYHO LIBU/IIIE,

HDK TPOIEC CTBOPEHHS HOBHX KpUNTOrpadiuHUX pillleHb, MPOTE HACTUIBKH
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HEOJHOPIAHO, IO HE KOKEH MPUCTPIN 3MIT OM BUKOHYBATH OOYMCIICHHS, HEOOXITHI JJIs
NIATPUMaHHS CTaHJAPTIB Oe3neku akTyaabHuMU. CTaHAapTd, sKi OyJId MPUMHSTI BXKE
JBAJISATh POKIB TOMY, BXKE HE MOXYTh 3a0€3MeUnTH HEOOXITHOTO pIBHA 3aXHCTY.
[IpoTokoH, 1110 BUKOPUCTOBYIOTH XentyBaHHs SHA-256 ta mmdpyBanus RSA-4096 Bxe
HE MOXYTh OYTH rapaHTOM 3aXHUCTy, 00 4epe3 JeKiIbKa POKIB Takui mudp MoxHa Oyie
3J1aMaTH JIOCHTh MIBUIKO[4].

CyuyacHi nieHTpH cepTudikallii KJIro4iB BUKOPUCTOBYIOTh caMe Il MeXaHi3MH, 00
BOHU € CTaHAAPTHUMHU JJI BCIX cdep, 1 He MOXKYTh OYyTH 3aMIHEHI JOCTaTHBO IIBUJIKO.
KoxHOoro nHs MM 4yeMO IpO T€, IO CEPBEPU KOMIIAHIM MiJAAIOTHCSA aTakaM, IiJ 4ac
KOTpHX 1H(hOpMAaIlisl BUAAISETHCS 3 CEPBEPIB, MOTPAILIAE Y BIAKPUTUN JTOCTYI. A 110 K
Oyze, SKIIO MiJ Yac Takoi aTakyd XakKep 3aMIHUTh cepTH(IkaTh Oe3MEeKH Ha CBOI,
3reHepOBaHl TaKUM YMHOM, 100 3JIOBMHUCHUK MIr po3mm@poByBatu AaHi? B Takomy
BUIIAJIKY HE TUIBKU JJaH1 KOMIIaHii, a ¥ JAaHi i KopucTyBayiB OyayTh Ii]] 3arpO3010.

O06'exm Oocnidocennss — MpoLec MOOYTOBU LEHTPIB cepTU(IKALli €IEKTPOHUX
KJTFOUIB.

Ilpeomem Oocniodcennsi — apxXITEKTypU LEHTPIB cepTUdIKallii KIIOYIB B 3aa4ax
KOHTPOJTIO IIUJIICHOCTI JIAaHUX.

Memow OocniddcenHss € TINBUIICHHS €(QEKTUBHOCTI MOOYIOBU IEHTPIB
cepTudikallii KJIHYiB 32 paXyHOK PO3POOKH CXOBHIIA KIIIOUIB 3 MIATPUMKOIO 3aMIHU Ta
MePEeBIPKHU iX IIITICHOCTI.

Memoou oocnidscensb. Y pob0Ti OyJI0 BUKOPUCTAHO METOAM aHaII3y, CUHTE3Y,
CUCTEMHOT0 aHaJi3y, MOPIBHSAHHA Ta JOTIYHOTO y3arajJbHEHHS PE3yJbTaTiB.

Hayxoea noeuszna. YIOCKOHaNEHO METOJ TEPEBIPKH IUIICHOCTI €JIEKTPOHOTO
ceprudikary, sIkUii Ha BIAMIHY BiJ iICHYIOUMX BUKOPUCTOBYE CTIMKHUNA 10 KBaHTOBHX
O00YHUCIICHh ANTOPUTM MU(PYyBaHHS 337151 TOBTOPHOTO MIANMUCY cepTudikary, 1mo aae
3MOTy TapaHTYBaTH BIJICYTHICTh CTOPOHHBOTO BTPYUYaHHS B CHCTEMY.

Ilpaxmuuna 3Hauumicme ompumanux pesynbmamis. B pe3ynbTaTi IpOBEACHUX
JOCITIIKEHb CTBOPEHO CUCTEMY KOHTPOJIIO Ta 30epiranHs cepTu(ikaris, 10 CKJIAIA€THCS
3 YOTHUPHhOX OKPEMHX MIKPOCEPBICIB, sIka B IEPCIEKTUBI MOXe OyTH pO3IIMpPEHa 3a

paxyHOK BOY/ZIOBU CUCTEMH Y KITIEHTChKI MEpPEKi KOPUCTYBAUiB CUCTEMH.
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1 AHAJII3 IPEJMETHOI I'AJTY3I TA HOCTAHOBKA 3AJIAY

1.1 Anauni3 npeaMeTHOI raay3i

Ha nouatky BBenemo mousTTs ceptudikaty. CepTudikaT BiIKPUTOTO KIHOYa —
CJICKTPOHHUN 200 manepoBuil JOKYMEHT, IO MICTUTh BIAKPUTUN KITt04, 1H()OPMAILIitO PO
BJIACHHMKA KJIt0ua, chepy BUKOPUCTAHHS Ta IO € MIAMUCAHUM IEHTPOM cepTUdikarii.
Ceptudikatu MoxyTh 0yTu udposi adbo naneposi. [{udpoBi MOXKYTh BUIaBaTHCS 3a
JIOTIOMOTOI0  €JIEKTPOHHUX 3ac00iB, ¢opMa cepTudikaTa BU3HAYAETHCA CTaHIAPTOM
X.509. [1aneposi cepTudiKaTh BUJAOTHCSI HEHTPOM cepTU(ikallii HanpsMy BIACHHUKY B
odici komnanii 1ieHTpa ceprudikaiii. [lanepoBuii ceprudikat NOBUHEH BUIaBATUCS Ha
M1JICTaBl MATBEPAHUX JOKYMEHTIB 1 B IPUCYTHOCTI OCOOM 3 MOJAIBIINM 3aCBITUCHHIM
M1THUCOM MpalliBHUKA LEHTPY 1 HOCIA 3aKpuTOoro kitoya. CepTudikaTi MaroTh HACTYIHI
noJisa[5]:

— BIJKPUTHUH KITIOY cepTUdikary;

— cepiiiHuii HoMep cepTudikary;

— TEPMIH Aii;

— 1M’ eHTpy cepTUudikaii;

— 1M’s BJJacHUKa cepTUdIKaTy;

— 1dpoBHH TiaIHUC.

OnHuMH 3 HAUOLTBII BEJIUKUX TTOCTAYIbHUKIB CEPTU(DIKATIB €:

— Comodo (PositiveSSL Wildcard, Essential Wildcard SSL, Premium Wildcard
SSL, SSL Wildcard);
Thawte (SSL 123 Wildcard, Wildcard SSL Certificate);

— Symantec (Secure Site Wildcard);
— GeoTrust (QuickSSL Premium Wildcard, TrueBusinessID Wildcard);
— RapidSSL (WildcardSSL).
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— GlobalSign (WildcardSSL).

HudpoBuit mianuc rapaHTye HEMOXJIUBICTh TMiApoOKH cepTudikary, 00 €
pesynbratoM  Kpunrtorpadiunoi  xemr-QyHKmii  Big  gaHux  ceptudikary[5],
3amu(pOBaHUMHU  3aKPUTUM KJIIOYeM ILeHTpa ceprudikamii. Bigkputuil ximou
cepTu(iKaTy € 3arajJbHOBIJOMHM, IO JAa€ 3MOTY po3mudpyBaTd HUPPOBUN MiAIUC
ceptudikary Ta MepeBipUTH, YU CHIBIATAIOTH JaHl y cepTU(diKaTi 3 HOTO MiAITHUCOM.

Tox sKi MOXKJIMBOCTI HaMm jJae cepTudikar, 1 HaBIMIO WOr0 BUKOPUCTOBYBATH?
Ceptudikar n1ae MOXIUBICTh MEPEBIPUTH, UM JIACHO BIAKPUTUN KIIOY, SIKUM OyJie
3amu(poBaHO MOBIIOMIICHHS, HAJIGKUTh CTOPOHI OTpHMYyBada, a He € miapoOkoro[4].
Jlia nporo JaHi cepTU(IKaTy MEPETBOPIOIOTHCA y XEII-CyMYy 3a JOMOMOIOI0 JESIKOTO
BIJIOMOTO aJTOPUTMY XEIIyBaHHs, WICAS 4YOro LUQPPOBHA MIANUC cepTUdikaty
pPO3MM(PPOBYETHCSA BIIKPUTHUM KIIFOUEM LEHTPY CEPTUPIKALLiI, IO rapaHTye NPABIAUBICTh
JnaHuX cepTudikaty, Ta OTPUMaHI J1aHi MOPIBHIOIOTHCS 3 XelIeM cepTudikary. SAkuio gaHi
301raroThCs — TO 1€ 3HAYUTH, 110 1HPOpMaIlis y cepTUdiKaTi CIiBOaAae 3 TOO, 110 OyJia
y HEeHTPY cepTudikalii, 1 BITKPUTHUN KITFOY JIHCHO HAJICKUTh OTPUMYBAUCBI.

CeprudikaTu MarOTh TAaKOX T'ally3b BUKOPUCTAHHS, 10 JIA€ 3MOTY BUJIITUTH, SIKAN
cepTUPIKAT 1 KU KIHOY NOBUHEH OyTHM BUKOPUCTAHUM caMe JJI BKAa3aHOTO BUMIAJKY.
[le mae momaTKOBY 3aXMINEHICTh, OO 31CTABUBIIM THI PECYpPCy 13 THUIIOM cepTudikaTy
MO>KHA 3p03yMITH, UM MPABUIIBHO BIH BUKOPUCTOBY€eThCA. Hanpukian, sikiio ceprudikat
Mae€ MO3HAYKY PO T€, 1110 BIH BUKOPUCTOBYETHCS y cepl TOPriBili, a pecypc, Ha IKOMY
BIH BHUKOPHCTOBYETHCS, TIO3UIIOHYETHCS SIK OAHKIBCHKUM, TO 11€ MOBUHHO BUKJIMKATH
TPUBOTY Ta HENIOBIPY.

dopManbHO MEXaHi3M BUKOPUCTAaHHSA cepTU(]IKaTy MOKHA MOSICHUTUA HACTYITHUM
YHHOM.

Hexaii € nB1 ctopoHu iH(popMarliiiHoro oominy - A, B, 1o 6akaroTb 0OMiHIOBATUCS
MOBITOMJICHHSIMH KOH(D1JICHITIIHO, 1 TpeTs cTopoHa T (Trpae poJib MEeHTpa, M0 3aCBiAUyE
NPaBAUBICTh JaHUX, K1 CTOPOHH 3HAIOTh OJJHE TIPO OJIHOTO), SIKId JOBIpSAIOTH A 1 B.

Croponi A Hanexuthb napa ki (KA., KAs), ne KA, - Binkputnii ko4, a KA
- 3aKpUTHUH (CEKPETHHI) KITFOY OOKY A.

Croponi T Hanexuts napa kaodiB KTo, KTs).
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A peectpyethes y T (Hamcumae 3amuT Ha MANUC), BKa3yHOYH J1aHl Mpo cede 1 CBid
KA, Cropona T 3a 701moMororo neBHUX MEXaHi3MiB "3aCBiIuye OCOOUCTICTL" CTOPOHU A
1 Buzae cropoHi A ceprudikat C, KUl BCTAHOBIIIOE BiAMOBIAHICTD Mk Cy0'ekTOM A 1
KiroueM KA,.

Ceptudikat C MICTUTB:

— kimou KA,,

— imeHTHdiKaIiiHI 1aHi cy0'ekTa A,

— igenTuikaiiitai gaHi, o 3acBiguaye cropona T,

— mignuc croponu T, sxuii mo3Haunmo ST.

[Tinmuc ST - ne xem (HaOlp CHMBOJIB, Xe€lI-CyMma / XElI-KOJ), OTPUMAaHHU B
pe3yabTaTi 3acToCyBaHHS xenl-QyHKIil g0 aetaneit ceptudikary C, 3amudpoBaHOro
ctopoHoro T 3 BUkopucTaHHsIM cBOro 3akputoro kimoda KTs1 iHiy iHpopMaiiiro.

A mnocunae cropoHi B cBiil ceptudikar Binkpuroro kiroda C. B mepesipse
nudpoBuit  mignuc ceptudikary ST, mo0 mepeKoHaTHCs, IO BiH 30UPAEThCSA
BUKOPUCTATU BIJKPUTHUM KIIFOY cCaM€ CTOpPOHU A, a He MiApoOKy, sSKy HOMYy HaJaiu
3JIOBMUCHHUKH 33JU1sl TOTO, 100 PO3IMMU(PYyBAaTH Ta BKPACTH KOTO JaHi.

s nporo B:

— CaMOCTIMHO 00uunCIIOE Xel Bij qanux ceprudikara C,

— posmmuppoBye EIII (enektponnuit nudposuit mianuc) ceptudikara ST 3a

nornomororo BciM Bigomoro KT,.

— OTPUMABILM 1HIIUHI Xell, MepeBipsi€ PIBHICTh LIUX ABOX XEIII1B.

SIko oTpuMaHi Xell piBHI — €JIEKTPOHHUN HU(POBUN MIANUC KOPEKTHUH, a 11e
niATBepKYE, o KA, AiiicHO Hallex uTh A.

Tenep B, 3Haroum BigkpuThil K04 A 1 3HAIOYH, 1110 BiH HAJIEKUTH came A, MOXKe
mudpyBaT UM BIAKPUTUM KIIOYEM BCl HACTYIHI NoBigomiieHH aia A. I Tuibku A

3MOXe 1X po3mudpyBaTH, Tak sk KAg BimoMuii TiTbku A.
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1.2 BusiBjieHHs1 mpo0JieM Ta aKkTyaJi3allis pilieHb

Haxanp 3apa3 y BIAKpUTOMY JOCTYIi HEMae€ MPOTPaMHOro 3abe3MedeHHs, 0
JTIO3BOJIAJIO O 3py4HO 30epiratu cepTrudikaTu, a TaKoX MIATPUMYBATH iX IIUTICHICTb, TOMY
y OibIIoCTI cepTrdikaT 30epiraroThes Ha 3BUYaiHIN (alIoBiil CHCTEMI, € BPa3TMBUMU
710 BIAMOBH I1i€1 (haliI0BOi CHCTEMH Ta Bij JIFOJICHKOTO (aKTOPy, Yepe3 KUl 1aHi TaKOK
MOXYTh OYTH BTpayeHi.

YacTkoBO 1110 MPOOJIEMY MOKE BUPIIIUTH BUKOPUCTAHHS XMapHUX CEPBICIB, aje
BOHU HE 3pYy4Hi JJisl 30epiraHHs cepTudikari, Ta HE JalOTh 3MOTY TOBEPHYTH (aiin 3
JaHUMU cepTu(dikaTy B pasl WOTO BUAAJICHHS, MMONIKOIKEHHs, a00 1HINOI MOAll, MiCs
K01 cepTudikat OyJie HEMOKIMBO BUKOPUCTATH.

OT1xe, MOTPIOHO MOPIBHATH Pi3H1 TUIK 30€piraHHs cepTrudiKaTiB.

1.2.1 36epiranns ceprudikary Ha daiijioBiii cucremi

B npoMmy BHMNaAKy HEAOIIK OYEBUIHUMN: MKOPCTKUU AUCK CXWUJIBHUN O BTpATH
CBOIX BJIACTUBOCTEH 3 4aCOM, TOMY 4Yepe3 JEKUJIbKa POKIB MOXKE 3pyHHYBaTUCS, a JaH1 HE
MOkHa OyJne BiIHOBUTH. Takok, (aitsioBa cucTemMa BpasjivBa J0 BIPYCIB, IO MOXYTh
BUKPACTH JIaH1, 3pyHHYBATH iX, Tono0. PailnoBa cucreMa, a TakoX MPUCTPii 30epiranHs,
BpasuBi 10 GI3UYHUX yTPy4daHb B iX poOOTy, TOMY Mepernaj HalpyTrH, MOKeKa Y 1HIIT
(bakTopu TaKOXX MPU3BEAYTh A0 BTPATH JaHUX.

[Ile onuH HEAOJIK — JOCTYN A0 JAaHUX MOXXKHA OTPUMATH TUIbKK 0€3MOCEPEaHBO 3
KOMII'I0Tepa, Ha SKOMY BOHHU 30€piraroTbcs, M0 O3HAyYae, 1[0 HE MOXKHA TaKUM YHMHOM
OTpUMATH LIEHTPAII30BaHy CUCTEMY, sika O BUCHIIaia cepTU(]IKATH KITIEHTAM.

[Ipote € 1 mepeBaru. Ko KoM IOTEP, 0 BUKOHYE POJIb CXOBUIIA CepTUDIKATY,

HE Ma€ JIOCTYyIy J0 MEpexl IHTEpPHET, a TUIbKH O BHYTPILIHIX PECcypciB, a TaKOX
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HiATPUMY€ETHCS B TAPHOMY CTaH1 Ta JaH1 PEryJIIpHO AyOIIOI0THCS, TO TAKEe CXOBUIIIE Oyie

HAJIAHUM, IPOTE, BCE I1I€ HE 3pDYYHUM Y BUKOPUCTAHHI.

1.2.2 3oBHimHi MpucTpoOi 30epiranus

30BHIIIHI TPUCTPOI 30€piraHHs YacTillle BCbOTO HE MAlOTh PYyXOMHUX YACTHH, SIK
YKOPCTKI JTUCKH, TOMY HE HACTUIBKHM 3HOIIYIOThCS 13 yacoM. Ciiji BUIUIUTH ONTHYHI
JUCKH, IO MaiKe He 3MIHIOIOTHCS 13 4acoM, IO J03BoJjsie 30epiraTu cepTudikaTu
IPOTATOM BCHOTO TEPMIiHY Ali HE OOIOUYMCH TOrO, IO BiH HE 3MOXKeE OyTH MPOYUTAHHI.
[Ipote, onTHYHI JUCKU MOXYTh OyTH 3pYHHOBAHI MOAPSINUHAMHE, 371aMaH1, 3ary0JIeHUMU
3 HeaKypaTHOCTI. Sk aHajor MOXyTh BUKopucToByBaTHuCs flash-ipuctpoi, siki € OiIbIn
KOMIIAKTHUMH, aJieé BOHU MOXKYTh JIETPayBaTH 3 YACOM.

[TepeBaroro Takoro MeTO Iy 30€piraHHs € Te, 0 y OyAb-sSKHIl Yac MOKHA 3pOOUTH
nyOnikar AaHUX Ta BIAJATH iX OJHOMY 13 pO3POOHMKIB, JJI LILOTO MOTPIOEH JIMIIE
MPUCTPIi KOMIOBAHHS (TUCKOBOJI U1 ONTUYHUX JUCKIB, Usb-mopT, Ta iHIIE).

Yacto omTtuuHi HOCIT 1H(pOpMaIlii BUKOPUCTOBYIOTHCS SIK PE3EPBHE CXOBHIIIE
naHux. JlaHi 3 cepBepiB a00 THIIUX HOCIIB MEPEHOCATHLCA HAa ONTUYHUIN HOCIH, 110 TTOTIM
MOKe OyTH CXOBaHUH J10 cei(y Ha POKH, 1 TapaHTOBAHO HE BTPATHUTH 3aIIMCaHy Ha HHOTO
iH(popmariito. Taky pe3epBHY KOIi0 MOXHa y OyAb-sKkuil yac BiiHOBUTH. Lle ocoOmuBo
aKTyaJbHO JUIs 1H(OopMaIlii, sika He 3aJIeKUTh BiJ 4acy Ta € MOCTIHHOIO.

st 30epiranHs cepTu(dikaTiB TakuxX CHoci®d pe3epBYBaHHS € CYMHIBHUM, 0O
cepTu(dikaT BTpaya€ CBOI AaKTyaJdbHICTh Yepe3 JESKUW Yac, TOMY YyCs KOJEKIis

PE3EePBHUX KON MOXKE CTaTH HETIOTPIOHOIO Ta HEAKTYaJILHOIO AY>KE CKOPO.
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1.2.3 XmapHi cxoBuIa

XMapHe CXOBHIIE € OUIbII CTINKUM J10 (DI3UYHUX TOIIKOKEHb, 00 1HpOopMaIlis
30epiraeTbes 1 IyOII0ETHCS Ha BUIAJICHOMY cepBepl. Takox 1e BUPIIIYE 1Ie i MpoosiemMy
TOTO0, IO cepTU(dIKAT MOKEe OYyTH OTPUMAHHUI PO3POOHUKOM 13 OyIb-IKOTO MicCIs. Ase
XMapHi CXOBHIIIA YaCTO MEPEKOAYIOTh iH(HOpMaIlliro a00 CTUCKAIOTH ii JJIsI TOTO, 11100 BOHA
3aiiMajla MEHIIIE MiCIsl Ta IIBHAINIC CKadyBajacs KopucTyBadem. Hakanmb, B pasi
ceptudikary, 11 KOTO BAKIMBHUM € KOKEH OaiT, TaKe CTUCKaHHS HETIPUITyCTUME. Takox
HE BC1 XMapHI CXOBHIIA JO3BOJISIIOTH 30epiraTi Oy/b-aKi TUIIK (DaiiiiB, 110 03HAYAE, 1110
JJ1s1 30epiranHs cepTu(dikaTiB CUCOK CepBiCiB 0OMexkeHM. TakoK 0COOIMBICTIO TAKMX
CEpBICIB € Te, IO HEMOXIJMBO NpouyuTaTd IHopmarllito 13 ceprtudikaty, He
3aBaHTAXKUBIIM HOTO Ha KoM 'rorep, 60 (Gopmar mporo ¢aiiy ckopiiie 3a Bce OyJie

TaKHMM, IO HE HiI[TpI/IMYCTBCH neperisaadcm.

1.3 Anani3 cnoco0iB 30epiranns ingopmanii Ta cnoco6iB iX BUKOPUCTAHHSA

OkpimM TOTO, KOJICH 13 MepesliueHuX CIoco0iB 30epiranHs cepTudikary He nae
3MOTYy BHUKOPHCTaTH MOTO HampsMy i3 CXOBWINA, a MOTpeOye 3aBaHTAKCHHS Ha
KOMIT'IOT€p pO3poOHMKa, MOTIM Ha CepBEpH, NOTIM BOYAOBYBaTH B NIPOrpaMHe
3a0€3MeUeHHs], a TOTIM 3aMIHSATH WOTO TaM y BUTIIAJKY, KOJIM cepTU(IKAT Aiiae 10 JaTh
3aKIHYEHHS A1i.

Takox >xomHE 13 IUX PINIEHH HE Ja€ MOXJIMBOCTI MiA‘€JHATH CHCTEMY JO
JokanbHOI iHppacTpykTypu npuBaTtHUX KiatouiB (PKI), sika yacTo BUKOpHUCTOBYETHCS B
KOPIOpPAaTUBHUX Mepexkax (HahOUIbIl pO3MOBCIOPKEHA 3apa3 — Lie cuctema Active
Directory Big Microsoft). Crienndikariii Takux cucteM NoTpeOyIOTh BUAICHUX CEPBEPIB
JUJISl KUTBKOX PiBHIB cepTHudikallii, cepBep sl BI3UBY KJIIOYIB Ta CUCTEMY 30epiraHHs.

Haxanp, € e oauH ¢akTop — KOPHOPATHUBHI MOJITHKH — SIKI POOJISATH HEMOKIMBUM
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BUKOPUCTAHHS CTOPOHHBOI CUCTEMHU Ha IMANPUEMCTBAX, IO MPU3BOAUTH A0 TOTO, IO
aJIMIHICTPaTOPU HACTPOIOIOTH BUIIE BKa3aHl CEPBEPU BPYUHY [JIsi KOXKHOI MEpexi.

CranmapTHa cxeMa po3ropTku apxiTektypu Active Directory mpuBeneHa Ha pucyHky 1.

- Cxosuwe aanux
Mepexesui ueHTp

cepTudikauii

il =
S| A ?'Fj 2
= L | Y

KOpiHH®A UeHTp
cepTudikauii

LleHTp Bigsmey Y
KNHOHIB o
§ 7

Pucynok 1.1 — Cxema posroptku Active Directory

3 PUCYHKY BUJIHO, IO JJIsl PO3TOPTaHHS CUCTEMH HEOOX1AHO BUAUIMTH MPUHANMHI
4 noriuaux cepBepu, abu miaTpumyBatu PKI. Takox, cucremMa po3paxoBye Ha Te, 1110
KJIIEHT BUKOPUCTOBYE CEPTU(IKAT, 1110 OYB OTPUMAHMUIA 3 CEPBEPY, a 3HAUUTH, 1110 B pasi
HOro BII3MBY KOPUCTYBa4 MOBUHEH 3aMIHUTH HOTO CaM.

PiznomaHniTH1 Bapiallii onucanoi iHQpacTpyKTypH BIIPI3HAIOTHCS JIUIIE KUTHKICTIO
BKa3zaHUX OJIOKIB, 800 TIEPEHECEHHSIM JIOTIKU X OJIOKIB OJHE Ha OJHOTrO (HaMpUKIa,
CXOBHIIEC JaHUX TOETHYETHCS 3 IEHTPOM BiA3UBY, MEPEKEBUU IICHTP TMOEAHAHUN 3
KOPIHHUM, 1 TaK jam).

[IpoOneMor0 € Te, MmO Taki CHUCTEMH HE MOXYTb BUTPUMATH BEJIMKOIO
HABAHTAXKEHHS, CaMe Yepe3 11 iX 3ampoBaKYIOTh JIUIIIE B BHYTPIIIHIX KOPIIOPATUBHUX
cuctemax. Komiu % Mu TOBOPUMO TIPO TUCSY1 CEPTUQIKATIB Ta COTHI THCSIY KOPUCTYBAYiB,
Taka CUCTEMa HEe 3MOXKE 3a/I0BOJIBHATH iX mOoTpeOu. MacitaOyBaHHsI TAKUX CUCTEM HE

nependaueHe. Tomy HOBa cucTeMma, fKa MOXXE MPUUTH Ha 3aMiHy CTapiil, TOBHHHA
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OJHAKOBO JIETKO pO3ropTaTHcs SK JUIsl HEBEJIMKOI Mepexi, Tak 1 Aud

BHCOKOHABAHTAKCHUX MCPCIK C BEIIMKOIO KIJIBKICTIO KOpI/ICTYBa‘{iB.

1.4 Anani3 icHyr04o0i cucTeMu nepeBipku mijlicHOCTI

B icHyrounx cuctemax nepeBipKa LUIICHOCTI cepTU(dIKaTy B1IOYyBAETHCS JIULIE 3a
JAHUMU caMoTo cepThdikary. Sk OyJ0 BKa3aHO BHILE, NOJIA CEPTU(DIKATY MOETHYIOTHCS
B XCIII-KOJI, SKUI TTOPIBHIOETHCS 3 XEII-KOJA0M, IO 3amu(poBaHo y camomy cepTudikari
B Burisiai mudpposoro mignmucy. Cucremm Active Directory, mo 3ampornoHoBaHi
kommasniero Microsoft, nepeBipsroTh HUTICHICT cepTU(dIKATy caMe TaKUM YHHOM. AJie B
JTAHOMY BHUIIAJIKY BCS BITIOBIJATBHICTD JIEKUTH HA BUOPAHOMY alrOpUTMI IIKU(PyBaHHS.
B nanmii MOMEHT, BCi cepTudikatu i Mepex mmdpoBanoro 3B’s3Ky (SSl, tls, Toro)
BUKOPUCTOBYIOTh ~anroputM SHA-256 i xemyBanHs Ta RSA-4096 st
umppysanna[2]. Haxanb, Ha pa3i 3apo/KCHHS KBAHTOBHX OOYHUCIICHBb IIi METOAH
MOKYTb CTaTH HEIOCTATHIMH.

3/1amMaBIIy XeIl Ta BUKJIUKABIITN KOII31F0 MOYKHA MIAMIHUTH JIaHl cepTrudikary, mo
BCTAHOBJIEHO HAa KOMII IOTEP KOPHUCTYyBaya, MICJs 4Oro BCs MM(PpOBaHA KOMYHIKalls 3
BUKOPHCTAHHSAM IIbOTO CepTU(IKATy CTaHE BIIKPHUTOIO i 3M0BMHCHUKA[1]. SIkiio x
ceprudikar uopazy Oyae B3SITHIl 3 CUCTEMH, sIKa 3HAXOAUTHCS 11032 JOCTYIOM
3JIOBMHUCHUKA, CEPTU(IKAT BXKKO OyJIe MIMIHUTH.

AJe Bce 1m1e MokHa 3po0uTH miapoOHmit cepTudikar, 3mamasim ko4 RSA-4096,
Ta 3aMIHUTHU TaKUil CepTUPIKAT Y CUCTEMI, MalOYH JOCTYI 0 0a3u JaHUuX. MU HE MOKEMO
3aMIHUTU CUCTEMY IIU(PYBaHHS y caMOMy cepTUdikaTi, 00 Micist bOro Horo He MOXKHA
Oyne BukopucraTr[3]. Came ToMy HOBa CUCTEMA, 1110 Oy 1€ 3anmpoBa)KeHa, TOBUHHA MAaTH
JIPYTUH KOHTYp 3aXHCTY, KK HE J03BOJIUTH 3pOOMTH HECAHKIIIOHOBAHMX 3MIH y 0asl
JaHUX, [IPU [bOMY HE MepeKyIalaloun HaBaHTaXEHHs Ha KopucTyBada. /[ nporo HoBa
cucrema OyJie MaTH 1HIIHUM, CTIHKHUI JO KBAHTOBUX OOYMCIICHb aITOPUTM MU PYBaHHS,

kUM OyJie MOBTOPHO Minucanuil ceptudikar. Binrenep, mi 4yac nepeBipKu HITICHOCTI
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Oyze mepeBipATUCS HE JHILIe TUIO cepTudikaTy, a ¥ T0AaTKOBUN MIAMUC, SKUM HIKOIU
He Oy/ie TOCTYIHUM JUIsi KOPUCTYBAUiB 11032 CUCTEMOIO Ta Oy/ie rapaHTyBaTH BiJICYTHICTb

CTOPOHHBOT'O BTPYYaHHS B CUCTEMY.

1.5 BucHoBkHM 1o po3ainy 1

B pe3ynbrari BUKOHAHHSA AUIUIOMHOTO MPOEKTY OylIO JOCHIIKEHO Cy4YacHi
apXxITeKTypH ILEHTpIB cepTUdIKalli KIOYiB, iX MepeBaru 1 Hejosiku. JlocmimxeHo
QITOPUTMH 11711 3a0€3MEeYeHHs] LUIICHOCTI cepTU(IKaTiB, sIKI 3a0€3MeUyl0Th Cy4YacHI

3aco0u UGPPOBOTO MIAMUCY
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2 IPOEKTYBAHHSA LHEHTPY CEPTU®IKAIIII

[Tepen mouaTkoM poOOTH HAJ MPOTPAMHOIO CHCTEMOIO HEOOXITHO BUSHAYUTHCS 3
BUMOTraMHu JI0 Hei. Y 3arajJlbHOMy BHMAJKy I1J] BUMOTaMH PO3YMIIOTh CYKYITHICTb
BJIACTMBOCTEH, sIKI TOBUHHA MaTH CHCTEMA, 1110 peani3yeThes. B xo1 po6oTi HeoOX1THO
peamizyBaTd CHCTEMy, IO J03BojmiIa O 30epiraTd, BUKOPHUCTOBYBATH, OHOBIIIOBATU
cepTudikaTd 3 LEHTPATI30BAHOTO CEPBEPY, 3a0E3MEeUyI0YH OKPIM OCHOBHHUX (YHKITIN
LUTICHICTh 0a3u cepTU(IKATIB Ta KOXKHOIO cepTU(IKATy OKPEMO, a TAKOK MOKIIUBICTh

JOCTYIY 3 OYIb-SKOTO TPUCTPOIO.

2.1 Bumoru 10 nporpaMHoOro npoaykKTry

Jlo mporpaMHOTO MPOAYKTY ICHYE PsJl BUMOT, SKI HEOOXIJIHO JOTPUMATU TMPHU
po3pobui. Tak sk BUMOTH A0 MPOrPAMHOTO MPOIYKTY PI3HATHCS 3a TUIIOM iX MOTPiOHO

PO3TIIIHYTH OKPEMO.

2.1.1 Bumoru 3 0e3neky BUKOPUCTAHHSA

Sk Bxe Oyno cKa3zaHO BHUILE, CEPTUPIKAT BIAKPUTOro KiIO4Ya HE MOTpelye
3aXMIIEHOCTI HOro iHdopmallii BiJ MPOYMTAHHSA, a HaBITh HABNAaKW, TOMY HaJaBaTH
JOCTYN Ui YUTaHHA MOXKHa OyAb-SKOMY KOPHCTyBauy, SIKOMY IMOTpiO€H JaHui
cepTudikat 1 nepeBipku Horo kioda. OgHak ceptudikat He MOKe OyTH 3MIHEHUU

CTOPOHHIM KOPHUCTYBa4eM, a TUIbKH HOTr0 BIACHUKOM.
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Takox Ba)KJTMBUM MOMEHTOM € T€, 0 KOKEeH 0alT mudpoBoro ceprudikary Mae
3Ha4YEeHHS I cepTudikary B ImijoMmy, 00 3 ycix gaHux (OKpIM JaHMX HUGPOBOTO
MIJIUCY) OTPUMYETBCS XeIII, IO 1 cKiagae nudposuid mianuc. Tomy aaHi ceprudikaty
MOBUHHI OyTH IIJIICHUMHU Ta HE MOXYTh OYyTH CIOTBOPEHI, MEPEKOoJI0BaHl, CTUCHYTI,
Tomo. OKpiM TOro, KOK€H KOPUCTyBad IMOBHHEH MAaTW 3MOTY HE TUIbKM MOOAaYyuTH
ceptudikar, a i MepeBIpUTH HOTO, 3BIPUBILIM BHpaXyBaHWUU Xell Ta AaHi mignucy. Lle
O3HAyYae, M0 KOXKEH KOPUCTYyBad MOBMHEH OTPUMATH OJHI 1 Ti cami JlaHl Ha KOXXEH
NPUCTPIA, HE3BaXKAIOUM Ha OINEpaliiHy CHCTeMY, THN IaTGOpMH, TOIIO. Ko
MPOCTIIIE — M1/l YaC JOCTABKU CepTU(DIKAT HE MOXKE OyTH MEPEKOJOBAHO.

[Ile omun BakauBUl PakTop, 30 OyJIO 03BYyUEHO BHILE — II€ T€, IO CEPTUdIKAT
MOBUHEH OYTH 3aXHUIIEHUH BiJl BUTIAIKOBOTO BHIAJICHHS 00 CITIOTBOPEHHS JaHUX B 0asi.
MaeTbcss Ha yBasi, MO MPOTATOM JEIKOTO Yacy MICIsS BUIAICHHS cepTudikaty
KOPUCTYBa4yeM IMOBUHHA OyTH MOXJIMBICTh MOBEPHYTH HOTO O€3 BTpATH JaHUX.

BaxxnuBo, 1110 cucteMa MoBMHHA (DYHKIIIOHYBATHU K y LIEHTPAJIi30BAaHOMY PEKUMI
(MoJienh TIAMUCKH, 32 SKOT KOPUCTYBadl CHUCTEMHU OyayTh OTPHUMYBATH JOCTYH IO
[EHTPaJi30BaHO1 CHIJIBHOI CHUCTEMHM), TaK 1 Yy NMPUBATHOMY, 3a SIKOTO CHUCTeMa Oyje
pO3rOpHYTa Ha JIOKAJBHUX CepBepax KiIi€eHTa (B TakOMy pa3l MOXHa MepenaTH y
kopuctyBaHHs docker-image s cepBepy).

Jlns onucaHoro B MyHKTI 1.4 10AaTKOBOTO KOHTYPY 3aXHUCTy Oyje BUKOPUCTAHO
CTIMKMIA O KPUIITO-aTaK 3 BUKOPUCTAHHSAM KBaHTOBUX oOuncieHp anroputm NTRU-
Prime, sikuii, X04 Bce IIe € MOJIOJUM Ta Majo BHBYCHHUM aJTOPHUTMOM, OYB O(DiIiiHO
3aTBEP/UKCHUMN 11 BUKOpUCTaHHs Yy cdepi ¢inanciB komitetom Accredited Standards

Comitette X9[15].

2.1.2 Bumoru 3i 3py4HOCTi KOPUCTYBaHHS

Sk 6YJ'IO CKa3aHO BHIIC, CHCTEMaA ITOBHHHA JaBaTH MOJKJIMBICTb BHKOPHUCTATH

ceprudikar HarmpsMy 3 Hel, TOOTO TaBaTH MOXJIMBICTh BOyMyBaTH ii B Oyab-sKe 1HIIE
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mporpamMHe 3a0e3neueHHs 3a HeoOXimHocTi. Takok 1aHi TOBWHHI KOPEKTHO
OMpaIlbOBYBATUCS Ha OY/Ib-SIKiM miaTgopmi.

Lle, a Tako cKa3aHe MPO 1IEHTUYHICTh JaHUX Y BCIX KOPUCTYBauiB, HABOJAUTH HA
Te, 1[0 CUCTeMa MoBUHHA MpamoBati y pexxumi REST API, o 103BoauTh HajicnaTu
3alUT Ha CUCTEMY 13 Oyab-SKOTo pecypcy Ta miatdopmu. s Toro, oo iHia mporpama
MOTJIa KOPEKTHO OIpalbOByBaTH JaHi, MOTPIOHO BUKOPUCTATH 3arajlbHOBITOMUI
dbopmar nanux, sskui 0yJie 3py4HO BUKOPUCTOBYBATH OyIb-JI€.

VY gaxocti ¢opmary nanux OyB BuOpanuii popmar JSON, 060 BiH BHpILIye BCl
npo0Oiemu, onucani Bule. Tak K (aKTUYHO BIH € TEKCTOBUM (hOPMATOM — MU MOKEMO
3a/laTd MOro KOJYBaHHsS, 1 IUJIbOBE MpPOrpaMHE 3a0e3MeUeHHs 3MOKE KOPEKTHO
nepeBiput ceptudikar. OKkpiM TOro, MexaHi3aMu poOOTH 3 UM (HOPMATOM € Ha YCIX
wiaTdopMax, a Ha THX, JJI IKMX HEMa€e TOTOBUX PIIlIeHb, MOXKHA 3pOOUTH 1€ MEXaH13M

BJIACHOPYY 0e3 BEIMKHUX 3YyCHUIIb.

2.2 UML monemoBanus I13

MogentoBaHHsI MPOTPAMHOTO MPOJYKTY OYJ0 MPOBEACHO 3 BUKOPUCTAHHSIM
nmiarpam UML. 3a monomororo 1iux giarpam 0yio BioopakeHo poOoTy, GyHKIIIOHAT Ta
apXITEKTYpy CUCTEMH (3 TOJAAHHIM MalOYTHBOTO (DYHKIIIOHAITY).

Hiarpama BapianTiB BukopuctanHs (Use-Case) 300pakeHa Ha pPHUCYHKY 2.
Jliarpama 300paxxa€ MOKJIMB1 BapiaHTH BUKOpUCTaHHS crucTeMu. OCHOBHUMHU aKTOpaMu
cuctemu € BuacHuk ceptudikary, CTOpOHHINH KOpHCTyBau CUCTEMH Ta MexaHI3M
MIATPUMKM IUTICHOCTI JaHWX. BapilaHTh BUKOPHUCTAHHS CHUCTEMH KOPUCTyBadamMH
IpUBEICHI HA PUCYHKY 2.

OnwumieMo BapiaHTH BUKOPUCTAHHS KOPUCTYBAYaMH:

CTOpOHHIM KOPUCTYBa4Y CUCTEMHU MOJKE JIUIIE MEePETJISIHYTH JesKuil cepTudikar,
Ha SIKUH Y HBOTO € nocujianHs. L{eit BapianT po3poOiieHo 11 TOro, 100 PO3POOHUK MIT

BOyIyBaTH TOCWJIAHHS Ha cepTu(iKaT IO CBOTO MPOrPaMHOT0 3a0e3neueHHs, 1100
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KOPUCTYyBa4 OTPUMYBaB HOTO 3 cCepBEepy CHUCTEMH, a HE 3 CepBepy IIITLOBOTO
nporpaMHoro 3abesneueHHs. lle mgomomoske 3aMiHIOBaTH cepTU(]IkaTH Ha BCIX
NPOAYKTax BIACHUKA CepTU(PIKATy B OJHY 110, IPOCTO 3MIHUBIIHU CEPTUPIKAT y CUCTEMI.

BrnacHuk ceptudikaTy MOXe K OTpUMAaTH MOCUIaHHS Ha KOHKPETHUN cepTU(IKaT
(Tak camo, SIK MOTO OTPUMY€E CTOPOHHINM KOPHUCTYBay), TaK 1 3aBaHTAXKUTU B CUCTEMY
HOBHI cepTu(ikaT, BUAAHUA CTOPOHHBOIO OpraHizaiielo (LEHTPOM cepTHdiKarii
KJIt04iB). OKpiM IIbOTO, BJIACHUK MOYK€ 3aMIHIOBATH CepTH(IKATH, M0 JINIUIA KIHII
TEPMIHY EKCIUTyaTallii Ha HOB1, 0€3 3aMiHU TOCUJIaHb HA HUX.

KopucrtyBau, 1mo mae piBeHb JOCTYIly, MOXK€ TaKOX J0JaTh HOBUU KOPIHHUIA
cepTudikar, 1o Moxke Oyjae BUIAHUM JIOKATBHUM IIEHTpaM cepTHdIKaIilii s BHaadl
HUMU cepTU(IKATIB.

JlokanbH1 LeHTpU cepTudikallii TakoX € aKTOpaMU CUCTEMH, Ta MOXKYTh OpaTu
cepTudikar 3 KOPIHHOTO IEHTPY JJIs TeHEepallii 104ipHiX cepTUdikaTiB ab0 MEPEeBIPKHU iX
LIIJTICHOCTI.

Takox B cucremMi Oyzie MPUCYTHIN cepBiC MATPUMAHHS IUJIICHOCTI 0a3u TaHUX Ta
¢ikcamii 3min DbHealthKeeper, ame BiH He Oyae B3aeMOIIATH 3 OKPEMHMH
MIKpocepBicaMu, a Juiie 3 0a3amMu JaHWX, TOMY MOTO0 MOXXHA HE BKJIIOYATH B JaHy

Jiarpamy.
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Certificate Owne

CertToGo
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Pucynok 2.1 — Jliarpama BapiaHTiB BUKOPUCTaHHS

2.3 IlpoextyBanus apxitektypu I13

Intermediate CA

. External Lser
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Pucynok 3 300paxye niarpamy kiaciB piBHs API. g giarpama nemoHcTpye
BIJIHOIIICHHS  JCKJapaTUBHUX eineMmeHTiB wmoaeni[9]. Tak sk 3 Ooky API
byHKIIOHATHFHOCTI Hebarato, To iHTepdelc MPEeACTABICHUA JUINE JABOMA KjacaMu-
KOHTpOJIEpaMH, 10 JIO3BOJSIIOTH B3aEMOJIATH 13 cuctemor. lle KoHTposepu

Kopucrysauis Ta CepTtudikaris.

@ CerificateController

® % 505Certificate GetCertificate(int? certificateld) @ R

@ int StoreCertificate(x S09Cerificate cerificate)

@ bool UpdateCertificate(int certiticateld, x S09Cerificate certificate) @ x S08Certificate GetRootCerificate(int certificate id)
@ bool RemoveCertificate(int certiicateld) @ int StoreRoctCertificate(x S09Certificate cerificate)

@ bhool Checkintegrity(int certticateld)
@ hool CheckForRevoke(int certiticateld)

@ serController

@ Signin{UserData user)
@ SignUpiUserData user)

Pucynok 2.2 — Knacu piBast API

Tak ik MIKpOCEpBICH MalOTh CHUIbHY JIOTIKY, BOHa OyJia BUHECEHA B OKpEMHUM
MPOEKT, SKMM PO3MOJIJIEHUH Ha eTaml KOMOUISALIT MIX OKpemMuMmHu cepicamu. lle
JI03BOJINJIO MEepe-BUKOPUCTATH HAMMCAHUM KOJI ISl CXOKUX 3alUTIB B 0a3y JaHUX Ta B
THIIMI MIKpOCEPBIC, a TAKOXK KOJ TEPEBIPOK LITICHOCTI. TaKoX, 11€ 103BOJIUII0 OTPUMATH
enunuii intepderic s Root CA ta Intermediate CA.

Ha pucynky 4 300paxeHo miarpamy KOMITOHEHTIB. BoHa BimoOpaxkae cKianoBi
YaCTUHU CUCTEMH.

Ax BUIHO 3 miarpamu, BCsS B3aEMOJIS MK KOMIIOHCHTaAMH CHCTEMH IPOXOJIUTH,
BiacHe, yepe3 APIL. Jloctynm no 6a3u gaHuUX NMPOXOJIUTH Yepe3 cepBep, a JAOCTYI J0
CepBEpPY MPOXOJAUTH 3 OyIb-SIKOTO CTOPOHHBOTO KITIEHTY (Ha TaHOMY PUCYHKY 1€ BeO-

CailT, aje KIE€HT MOXe OyTH OyIb-UHM).
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Takox BHUJIHO, IO CUCTCMA BUKOPUCTOBYE [IBa CXOBHUIIlA JAaHHX: 6a3y JaHUX Ta

(baiisioBy cuctemy.

U

— <<, Net Application==
Revocation Center

F5

_,-:-"‘/I zJ'\

<<, Net Application=>

Root CA Service

E=

<<Web site>>

<< Net Application=>

Intermediate CA
Service

==

Pucynox 2.3 — Jliarpama KOMIIOHEHTIB

Ile 3yMOBIEHO MEXaHI3MOM MIATPUMKH IITICHOCTI NaHuWX. baza maHux Moxke
JyOIoBaTHCS MIXK PI3HUMHU BEPCISIMU 32 HEOOX1HOCTI, ajie pe3epBH1 KOMii 30epiratoTbCst
OKpeMoO y BUTJISIAI (aiiiiB.

Ile macTh 3MOTy BIIHOBHUTH JaHi 3 p€3epBHOI KOIii y pa3l MOMIKOKEHHS TaHUX, Ta

HABIIAKH, PE3EPBYBATH JIaHI Ha BKa3aHy (aiiJIoBy CUCTEMY Yy pa3si, KOJIU 1€ HEOOX1IHO.
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Tenmep, Maroum niarpaMy KOMIIOHEHTIB, MU MOXEMO MOOYyIyBaTH jdlarpamy
pO3ropTaHHs JJisl 3aBepIIayibHOI (pa3u mpoekTy. BoHa 300pakeHa Ha pucyHky 9. s
CHUCTEMU 00paHO MIKPOCEPBICHY apXiTEKTYPY, 3aBJISIKH sIKIi MOKHA OyIe J0/1aTH CTUTHKU
MIPOMIKHUX IEHTPIB cepTudikallii, CKUIbku Oyae HeoOXiaHO (KOpIHHUN CEpBEp BHJIAE
cepTudikaTy JUIIE MPOMIKHUM IIEHTpaM, sIKUX Oyje HeOarato, a OT IEHTPH BUJIAIOTh
KOpHCTYyBa4aM, 1 TOMY KiJIbKICTh OJJHOYACHUX 3aMUTIB HAa HUX OyJie 3HAYHO OUIBIIO0I0). 3
JiarpaMy BUJIHO, III0 KOPIHHUHM CEpBEp HE 3HA€E HIYOTO PO MPOMDKHI CEpBICH, TOMY 1i
KUIBKICTh MOKE 3MIHIOBATHCS «Ha JIbOTY». TaKoX KOXKEH MPOMDKHHUI ILIEHTp Mae
BJIACHUM cepBic BiA3UBY cepTudikariB. OKkpemuil cepBic A MIATPUMAaHHSA 0a3u TaHUX
CTBOPEHHMM [JI1 TOCTIMHOTO MOHITOPHHTY, CTBOPEHHSI PE3EpBHHUX KOIIM JaHUX Ta
BIJTHOBJICHHS JAHUX 3 Komli. 3Ba)kKarouW Ha HEBEIUKHI 00°‘€M HaHHUX, 0a3a JaHUX MOKE
OyTu oHa Ha Bcro cuctemy. KoxkeH cepBic Ha giarpami MpeacTaBisie co00r0 J0JIaTOK,
HarnucaHui 3 Bukopuctanasm texnosorii DotNetCore, Ta Moke OyTe pO3TOpHYTHIA SIK Ha
PI3HHX cepBepax, Tak 1 Ha OJHOMY 3aco0aMu BipTyaiizaii ()11 TECTyBaHHS cUCTEMHU OyB

BUKOPUCTAHUH MIIX11 KOHTeHHepu3arlii uepe3 Docker)

IntermediateNetwork \ \
\ Y

RevokeCenter IntermediateCA DatabaseHealthService

Root
A
Y

«DotMetApplications «DothetApplication» «DotMetApplications «DotMetApplications
RootCA RevokeCenter IntermediateCA DatabaseHealthService
1
\\ \
— N e - —

DataStare

Pucynok 2.4 — Jliarpama po3ropTku

3aranpHa B3a€MOIisI MIXK 00'€KTaMU T0Ope IEMOHCTPYETHCS Ha TIPUKJIIA/L AlarpaMu
nociigoBHocTel. Ha pucynky 6 300paskeHo pUKJIIaJ] 1aHOi AiarpaMu Jjisl TUIIOBOT 3a/1a4i

CHUCTEMH — OTPUMAaHHS CEPTU(]PIKATY 3 CUCTEMHU.



47

3 miarpamu MOCTIAOBHOCTEH MOXXHA MOOAYUTH OApa3zy JACKUIbKa 0COOIMBOCTEN
CUCTEMU.

[Tepmra — 11e Te, M0 KOKEH 13 MOJYJIIB BIJMOBIAA€ TUIBKU 3a OJWH THIT TiH, 5K 1
MOBUHHO OyTH B 00’€KTHO OpPIEHTOBAHOMY IporpamyBaHHI 3a mpaBuiamu SOLID
(KOHKPETHO — IIPaBUJIO €IMHOI BIJMOBIIAJILHOCTI).

Hpyra — ceptudikat nepen BIAMPaBKOIO KIIEHTY MPOXOAMUTH JACKIIbKAa €TalliB
NepeBipoK: TepeBipKa Ha Te, Ui He OyB cepTudiKaT Bii3BaHUMN, Ta Ha T€, YU HE OyB BIH
NOIIKOKEHUH. B Oyp-KOMy 3 LIMX BUIAJKIB Xa3siH cepTudikaty Oyne iHpopmoBaHUi

PO Te, 10 CEPTUPIKAT HEOOXITHO 3aMIHUTH.

Getting Certificate from the system

IntermediateCA RevokeCenter 8

User DB

i get certificate by id ,_:

Get certificate  /
, get by id

Y

i x.509Cerificate
U

Check for revoke ./ |

i is revoked (+x.509Cerificate) |

i
]

I 1 get revoke list

| .
) | response

' _ bool isRevoked !

-
T

Check integrity ./
" check integrity (bool isValid)

_ x.509Cenificate

Intermediate CA RevokeCenter 8

Pucynox 2.5 — Jliarpama nocmiJoBHOCTI JjIsl OTpUMaHHS cepTUdIKaTy
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2.4 TIpoekTyBaHHs 0a3u JaHUX

bepyuu n0 yBaru Te, 10 CUCTEMa IMOBUHHA B IIUIOMY OyTH MPOCTO CXOBUIIEM Ta
HaJ[aBaTH MOXJIMBICTh BUKOPUCTAHHS CEPTU(IKATY, MOKHA BUIIITUTH JIUIIIE TPHU KIFOUOBI
CyTHOCTI y 0a3i manux: ne Oymayts KopucrtyBau, Pomp Ta Ceprudikar. BimHomeHHs
CYTHOCTEH TOKa3aHl Ha pUCyHKYy /. Po30epemo 3HaueHHs MOJIB y CYTHOCTEHW Oa3wu.
[Tounemo 3 Kopucrysaua.

Id — yHikanpHUE ineHTH(DIKATOp KOpHcTyBada y cucteMi[6]. Ile mome € minkom
BHYTPILIHIM IO BIJIHOIIEHHIO 10 CUCTEMH, KOPHUCTYBad HIKOJIM HE YTPUMYE CBOIO
1AeHTH(IKaTOpa Ta BIH HE MA€E CEHCY 32 MEKaMH CUCTEMH.

Username — iM’st KOpucTyBaua, sike BiH BKa3aB MPHU peecTpallii. 3aBIsKH I[bOMY
MOJIIO cucTeMa OyJie IPOMOHYBATH 1M’s BIIACHUKA cepTU(DIKATy B HOBUX 3Tr€HEPOBAHUX
cepTudikarax.

Roleld — id poui, sixka npu3HaueHa KopucTyBady. Ha naHuit MOMEHT POCKTYEThCS
2 poui: KOpUCTyBau (MOXK€ KepyBaTH cepTHU(IKaTaMH MPOMIKHUX LIEHTPIB) Ta
aaMiHICTpaTop (MOXeE KepyBaTH cepTudikaraMu KOPIHHOTO IEHTPY).

PasswordHash — xemi-cyma mapoutto, 110 KOpUCTyBa4 BBiB mpu peectpaiiii. Cam
naposib He 30epiracTbcs B CHUCTEMi, HOTO HEMOXXIUBO BKpacTu. KoxkHOro pasy, Koiu
KOPHUCTYBa4 BBOJIUTH MAPOJIb, CUCTEMA caMa Oepe XelI-(PyHKIII0 B/l HbOTO Ta OPIBHIOE
OTpUMaHi JaHi. Skiio OyB yBeeHU BIpHUI MApOJIb — TO Xell Oye 30iratucs.

Email — city>xuth 1u1s ineHTudikarii kopuctyBada 3a Mexamu cucteMu. Takox, Ha
110 ajipecy OyJie BUCIaHO HOTU(DIKAIlIO, SKIIO OyIb-sIKUi 3 cepTU(IKaTIiB KOpUCTyBaya

OyJ10 BiJ113BaHO.
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® User

O Id: number

O Username: string

O Roleld: number

O PasswordHash: string
o EMail: string

@ Certificate
® Role O Id: number

O Ownerld: number

O Id: number O Body: byte[]

O Name: string O IsRevoked: bool

O IsCorrupted: bool

O ExternalSignature: string

Pucynok 2.6 — BimHoIeHHS CyTHOCTEH B 6a31 JaHUX

Jlist ceprudikaTy nepeadoadeHi HaCTyIHI OJIA:

— Id - ynikanpHu# inenTudikaTop ceprudikary y cucremi. 3a mum
HOMEPOM KOPUCTYBa4 MOXE OTPUMYBATH CepTUPIKAT.

— Ownerld — InentudikaTop BracHuka ceptudikary

— Body — nmo6aiiToBe npecTaBieHHS caMoro cepTudikary x.509

— IsRevoked — ¢ar, 110 noka3sye, un OyB cepTHU(IKAT BiTi3BaHHIA.

— IsCorrupted — ¢duar, 1o nmokasye, un OyB cepTrdikaT MOAU(IKOBAHUIA.

— ExternalSignature — noie, 1o sikomy Oyj1e IpOBOAUTHUCS IIEPEBIPKa cepTU(IKATY
BCEpEANHI CUCTEMU Ha MPEIMET MIAMIHUA. B HbOMY JIEKUTH Xelll, 3aKOA0BaHU mHudpom
NTRU-Prime.

3B‘S130K MIXK KOPUCTYBayeM Ta cepTU(IKaTOM Ma€ TUIT «OaraTo 0 OJAHOr0», TOOTO
OJIMH KOPUCTYBa4d MOke MaTu Oarato ceptudikariB. PeanizoBaHo 11¢ 3aBISKH TOMY, 110

ceptudikar 30epirae id BIacHUKa.

2.5 BUCHOBKHM 110 po3Aiiay 2

B npyromy po3ninai mpoBeeHO MPOEKTYBaHHS LIEHTPY cepTHdikallli, BU3HAUECHO

BUMOTH JI0 TIeHTPY, ipoBeneno UML monemoBanns [13 Ta mpoekTyBaHHS apXiTEKTypH.
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3 PO3POBKA ITPOTOTHUITY IPOT'PAMHOI CUCTEMU

3.1 CepBepHa yacTuHA

J1st po3poOku cuctemu 0yso Bukopucrano pperiMBopk ASP.NET CORE. binbiia
YacTHUHA JIOJATKY Mpaltoe Ha mpotokoiii REST.

Texnonorigs Web API no3Bosisie 0ynyBatu REST-noai6H1 city:x0u, K1 IpaltorTh
y (hOHOBOMY pEKHMI Ta SIBISIIOTH COO00 TOUKH JOCTYMY 110 1HQopMalii st Oyab-saKuX
KIIIEHTIB OyIb-TO MOOLTBHHIA JOJIATOK, BEO-KIIIEHT, JECKTOII, Y HaBiTh loT-pimenn:[8].
[le moBoii 3py4yHHI MiAXiJ, Tak SK 3a0e3Medye yHIBEPCAIbHICTh CEPBEPHOI YACTUHU

cuctemu. Onun 13 Web API konTposiepiB nmpecTaBieHnid Ha PUCYHKY 8.

[HttpGet]
public 1 <CertificateShortiInfo> GetAllCertificates()
{

return certificateService.GetAllCertificates(User.Identity.GetUserlId()).Select(ToClientDto);

)

[HttpGet)
public CertificateDto GetCertificate(int id)

{
return certificateService.GetCertificateByld(id);
}

[HttpGet]

[Route("Delete”))

public bool DeleteCertificate(int id)
{

var certificate - certificateService.GetCertificateById(id);
if (certificate == null)

return true;

)
J

if (certificateService.IsCertificateBelongsToUser(User.Identity.GetUserId(), id))

return certificateService.RemoveCertificateBylId(id);
1
J

return false;

Pucynox 3.1 — Ilpuxmang WebApi konTposiepy
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Web API no3Bossie oOmiHIOBaTHCSA 1H(OPMALIIE€I0 3a JTOIOMOIOI IPOTOKOJIIB
HTTP ta 6inbm cyqacuoro HTTPS. Ilpu neobxigHocti o6cimyroByBanHs loT-pimeHHs
3a3BUyail BUKOpUCTOBYIOTh TexHousorito WCF, 1mo niarpuMye TakoxK iHIII MPOTOKOIU
nepeiayl JlaHux, aje B JIaHOMY BHIIQJIKy 1€ NpHU3BENO O 10 HEBUIIPABIAHOTO
YCKJIaTHEHHSI CUCTEMH, TaK SIK BOHA MOTPeOye JHIIe BEO-KITIEHTY.

REST (Representational State Transfer, «mepegada penpe3eHTaTUBHOTO CTaHY») —
NIOX1D 10 apXITEKTypH MEPEXKEBUX MPOTOKOIIB, SKHM 3a0e3medye JOCTYI [0
iH(popmaliiinux pecypciB. byB omnucanuii 1 nomyngpuszoBanuii 2000 poxky Poem
®dinnminrom, ogHuM 13 TBOpiiB npotokoiny HTTP [11]. B ocuoBi REST 3akmaneno
OpUHIUON (QYHKIIOHYBaHHS BcCecBITHBOI MaByTHHHM 1, 30Kpema, MoxumBocti HTTP.
®inmiar po3poduB REST mapanensno 3 HTTP 1.1 6a3yrounch Ha momnepeaHbOMY
npotokosti HTTP 1.0 [11].

bynp-axuii REST mnpotokon (HTTP B Tomy umcii) MOBUHEH MIATPUMYBATH
KEIIyBaHHS, HE TIOBUHEH 3aJIe)KATH BiJ] MEPEKEBOTO MPOIIApKy, HE MOBUHEH 30epiraTu
1H(pOopMaIlii PO CTaH MIXK MAPAMU «3aMUT-BIANOBIAbY. CTBEPAKYETHCS, IO TAKUN M1AX1]T
3a0e3mnedye MaciITa0OBHICTh CHCTEMH 1 JIO3BOJISIE iii €BOJIIOI[IOHYBATH 3 HOBUMH
Bumoramu. I[Ipu migxomi REST kinbKicTh METOMIB 1 CKIATHICTh MPOTOKOIY CYBOPO
oOMesXeH1, 110 MPU3BOAUTH JI0 TOTO, 110 KITLKICTh OKPEMUX PECYPCIB Ma€e OyTH BEJIUKOIO.

Hapenemo aexisibka IpUKIIaIiB JOCTYITHUX METOIB 1yt API:

— GET /rest/Certificates — moBepTrae crnucok Bcix cepTudikartiB, SKi JOCTYIHI
KOPHUCTYBaueBl (I0AaH1 HUM);

— GET /rest/Certificates/certificate_Id — mnoeprae daitn ceprudikaty dopmari
X.509 certificate;

— DELETE /rest/Certificates/certificate Id — Bumansie ceprudikar Ta BCi HOro
JTo4vipHi cepTUdIKaTH 3 CUCTEMH 3a MOJIAHUM 17eHTU(]PIKATOPOM;

— PUT /rest/Certificates/certificate_ld — 3amiHioe ceptudikat TuUM, IO Oyze
BIJITPABJICHO B T1JIi 3aMUTY;

— POST /rest/Certificates — monmae cepTudikat 10 CHCTEMHU ISl JAHOTO KOPHCTYyBayva.
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Jlani MOBMHHI mMepeAaBaTHCS y BUIJISAI HEBETUKOI KIIBKOCTI CTaHAApTHHUX
dopmariB (Hanpukian, HTML, XML, JSON). B nanoMy BUNaAKy BHUKOPHCTAHHIM
dopmar JSON, Tak sik 3 HMM rapHo B3aemojie sik Knockout.js ¢peitmBopk, Tak 1
Javascript 3aramgom.

3aranom y BeO-po3po0iii 3a3BU4ail BUKOpUCTOBYeThCs popmatu XML a6o JSON,
aJie OCTaHHIM yacoM OijbIna nepesara HagaeTbess JSON Tak sk BiH € OLIbII THYYKUM Ta
3pYYHHUM Y BUKOPUCTAHHI.

3amist Toro, mod CUCTEMY MOKHA OyJj0 MaciiTaObyBaTH, 30HHU BIJMOBIIAIBHOCTI
CUCTEMH TOJIEHO MIX JEKUIBKOMa MIKpOCEpPBICAMHU, 1110 MOKYTh OyTH PO3TOPHYTI SIK
Ha OJIHOMY CEpBEpi, TaK 1 Ha JCKUIbKOX, 3aBISAKH YOMY MOKHa Oyje MijJiaimTyBaTH
cucteMy mif OyJb-siKe HaBAaHTAXEHHSA. YChOIO CIPOEKTOBAHO YOTUPU OCHOBHI THUIIHU
CEPBICIB:

Root CA — cepsic, 1Mo mpaioe Juiie 3 KOpiHHUMHU cepTudikatamu. Tak sk
notpedba B KOpIHHOMY cepTu(dikari Oyjae 3HAYHO MEHIIOI, HDXK B MPOMIKHUX
ceptudikarax, a TaKOXK orepariii 3aucy Takux cepThu(IKaTiB TAKOK BUKOHYIOThCS Piiie
— 1Ied cepBic OyJie MaTH JIMIIE OJAHY PO3TOPHYTY KOIIIIO.

Revocation Center — nieii cepBic BUKOHYE MEPEBipKy cepTUdikaTy Ha Bia3uB. B
HBOMY € CITUCOK cepTu(ikariB, siki Oyiu BijizBaHi abo ckommpomMeToBadi. Lleit criucok
MOCTIMHO MOMOBHIOETHCS, TOMY KOKEH pa3, KOJIM KOPUCTYBad OTPUMYE cepTU(IKAT — TOU
MOKe OYTH MEPEBIPEHO Ha BIJI3UB SIK OO CaMOTO, TakK 1 HOro KOPIHHOTO cepTudikara.
[leit cepBic Oyne maTu JMIIE OJHY KOIiKO, 00 HABAaHTAXKEHHS HAa HBHOTO OyJe TaKOX
HEeBeJIMKE (TIepeBIpKa Ha BXOKCHHS KJT0Ua B TAOJIMITI0 Ma€ OOUUCTIOBAIBLHY CKIaAHICTh
O(1), ToMy MakcuMajabHE HaBaHTaXEHHS Oyjae JHIIE TOMI, KOJM MOTPiOHO Oyme
BUKOHATH OHOBJIEHHS 0a3u BIJ3UBY, a 1€ MBUAKUH nporiec). OqHak 3a NoTpedu JaHui
CepBIiC MOXKe OyTH PO3TOPHYTHUI 1 B JEKUTbKOX KOIisiX. B TakoMy pasi, mOCWIaHHS Ha
PO3TOpHYTI CepBicH MOTPiIOHO Oyae posmoaiauTu Mk komismu Intermediate CA. Tak sk
ycl mocunaHHs OyAyThb NepeaaBaTUCS JIMILIE 4yepe3 KOoHpirypaiiiiHi ¢ainm, To Taky
npoleaypy MokHa Oyjie aBTOMAaTH3yBaTH 3a Jionomoroto, Hanpukian, Kubernetes ado

1HIINX TTOA10HUX CUCTEM.
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Intermediate CA — 1ieii cepBic mpairoe 3 MpOMi>XKHUMU cepTrdikaramu. Bin Oyne
BUJIAaBATH TPOMDKHUN cepTU(]IKaT 3a IMOCUJIIAHHSM, 4Yepe3 HbOTO CHUCTEMA 3MOXKE
BUKOHYBATH 3aIlMC HOBUX MIPOMDKHUX CepTU(IKATIB, MEPEBIPKY iX HITICHOCTI, MEPEBIPKY
HassBHOCTI KOPIHHOTO cepTudikaTy. Takux cepBiciB Moke OyTH 03114 B 3aJI€KHOCTI BiJl
HaBaHTaXKeHHA cucTeMu. KoxkeH 13 HUX Mae enuHe nocuiiaHHs Ha cepsic Root CA Ta
Revocation Center. ITig gac orpumanHs cepTudikary cepBic 0lpa3y MEpeBipUTh HOTO
IUJTICHICTB Yepe3 KOPIHHUM cepTHUdIKaT, a TAKOX EPEBIPUTH, UM HE OYyJI0 11ei cepTrudikar
B1J113BaHO.

OcHoBHa (QyHKIIOHANBHICT, 310pana B kiacax CertificateService Ta
DbHealthKeeperService.

CertificateService npusHaueHuil st 0OpoOKU 1HPopMalili MOa0 cepTUdIKaTy,
3anuTy iHGopMallii 3 perno3uTopiiB Ta KOHBepTallii B hopmar npeacrasienns. et kimacc
NPUCYTHIM B yCIX BapiaHTax HEHTPY (K B KOPIHHOMY, Tak 1 B MPOMDKHOMY IEHTpI, a
TaKOX B LEHTP1 BIA3UBY).

DbHealthKeeperService mpuzHaueHuil s pe3epBHOTO KOIMIIOBAaHHS JaHUX Ta
NIATPUMAaHHS [UTICHOCTI 0a3u JaHuX cepTudikaTiB. MexaHi3M [ili cepBiCy HACTYITHHM.

Koxni 24 ronuHu cepBic poOUTH 3aluUT MO yciM ceptudikaram, 1o € B 6asi, Ha
MPEMET TOTO, YU 3MIHUBCS cepTU(IKAT 3 MOMEHTY OCTaHHBOI IepeBipKH. [l 1IbOTO BiH
BUPAaXOBY€ XENI-CyMy TIOJIIB  cepTU(]IKaTy, BUKOHYE  pPO3MHU(PPOBKY MO
ExternalSignature mis 1iporo ceptudikaty, Ta MOPiBHIOE OTPUMAHI XEIlIi.

Sxmo xewm 3miBNaB — TO JAaHl HE 3MIHWIKCS, 1 MOXXHAa OpaTH HACTYNHHM
ceprudikar. Ko » BOHU HE 31BN — TO MOXKJIMBI JIB1 CUTYallii:

[To-mepiiie — KOPUCTYBa4 MIT 3aMIHUTU CEPTU(DIKAT BIACHOPYY, 1 CEPBIC TOBUHEH
3pOOUTH OTO pe3epBHY KOO (151 KOXKHOTO cepTudikaTy ICHY€e HECKIHYE€HHA KUIbKICTh
KOITiM, IO J03BOJISIE 30epiraTd HE TIIBKK TEMEPINIHIO, a W IONEpPeIHI0 BEpPCiio
ceprudikaty Ha BUIAJOK SIKIO BOHA 3HANOOMTHCS). B TakoMy pasi KopucTyBad, IO
3aBaHTaXHUB cepTudikaT, Oyae MpoiH(POPMOBAHUN MPO 3MiHY, Ta MOBUHEH Oyne ii
nigTBepauTH. [licns nuporo Oyne 3p06JiIeHO HOBIH XeTil.

[To-gpyre — B 6a3y JaHKX NOTpANMIIM IOMUJIKOBI J1aHi, OyJia 3po0sieHa KibepaTaka,

OyB 301ii B poOOTI 6a3u, TOIIO.
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DbHealthKeeperService po3ropHyTo Ha OKpeMOMY MIKPOCEPBICI, SIKHI B3a€MOIIE
auiie 3 0a3010 JaHUX, Ta BIJOKPEMIICHUM Bij] O13HEC-JIOTIKHU.

PiBenpb moctymy a0 nanux BukopuctroBye ORM EF Core, mo 3a6e3neuye BUCOKY
IIBUJIKICTh Ta BUCOKUH PIBEHb 3aXHUIIEHOCTI cucTeMHu Biji SQL-1H ekt [12]. 3a3Buyaii
ORM npatitoroTh TpOXH MOBUIBHIIIE CKIIaJIeHUX BpyuHy SQL-3anuTiB[ /], aje B JaHHOMY
Bunaaky Entity Framework ninkom 3a10BObHSIE TOTPEOH CUCTEMHU.

Takox Ha piBHI JOCTYIY /10 ITaHUX BUKOPUCTOBYIOThCS MaTepHU «Pemo3utopiii»

ta «Unit of Work» muist migBuimenss piBHs rHy4KocTi cuctemu[13].

3.2 ba3u manux

3a/uist 130JI41i1 30H BIAMNOBIAAIBHOCTI OJHE BIJ OJHOI, KOXXEH 3 CEpBICIB
BUKOPHCTOBYE CBOIO, OKpeMmy 0a3y naHux. Takuil Mmiaxig J03BOJUTH MAaclITa0yBaTH
HABAHTAKEHHA Ha 0a3u Ta BUJLIATH iX B OKPEMI CEPBEpPH.

baza nanux Root CA Data 36epirae nuiie qaHi mpo KOpiHHI cepTH(IKATH.

baza nmanux Intermediate CA Data 36epirae maHi mpo BCi MPOMiKHI cepTH]IKaTH.
VY pa3i, komu Oyae posropuyrto Ounbine ogHoro Intermediate CA, e aBi ommii s el
0asu:

— byne BukopucToByBaTHCs O/IHA, CHiUIbHa 0a3a. Take po3ailieHHS HE MOTpelye
¢ikcalii KopucTyBadiB Ha okpeMoMy cepsici. Lle 3HauuTh, MO 10 siKOoro O cepBepy
Intermediate CA He 3BepHYBCS KOPUCTYBa4 — BiH 3aBXKJIU 3MOXKE OTPUMATH aKTyallbHi
JaH1 po cepTudikar.

— Byze BukopucroByBatucs aekiibka 6a3. B Takomy pasi 11 miaTpuMaHHs poOOTH
CHUCTEeMH HEOOXIIHO 3pOOHMTH CHUCTEMY IMOIIYKy N0 BCiX 0a3ax, Ta IEepeHaIpaBlIATH
KOPHUCTYyBaya JI0 TOTO cepBepy, B 0asi sikoro € gaHi mpo ceprudikar. Ha ganuii MomeHT
Taka (QYHKIIOHAJIBHICTh HE MIATPUMYETHCS, ajeé MoKe OyTH 3alporoHOBaHA

KOpuUCTyBa4YaM B BI/IFJ'IHI[i OHHﬁ JUIA IToJaJIbITMX OHOBJICHb CUCTCMMU.
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basza manux RevocationCenterData 36epirae mgani mpo Bimi3BaHi ceptudikatu. B
HIH p1IKO B1IOYBAETHCS MPOLIEC 3aMKCY, a 00CAT JaHUX HE POCTE 3 KIJIBKICTIO CEPBEPIB,
TOMY BOHA MOX€ OyTH PO3TOPHYTa B OTHOMY €K3EMILISPI.

baza ganux ldentityData 30epirae qaHi mpo KOpUCTYBaviB, 10 OyJIH 3apeecTPOBaHi
B cucTemi. L{g 6a3a Mae oJiuH eK3eMILIsIp, J0 SIKOTO 3BEPTAIOTHCS BCE PO3TOPHYTI CEpBEPHU
3 Root CA Tta Intermediate CA. 3a Takoi ymOBH, Ha SKHii OU cepBep HE MOTPAIUB
KOPHCTYBau IIPH peecTpallii, BiIH MOXE 3IIMCHUTH BXiJ 10 OyAb-SKOTO 1HIIIOTO CepBepa
(Moxe OyTH akTyasbHO sk 3 pisaumu Intermediate CA, Tak i KoJIM KOPUCTYBa4 Ma€ MpaBa

Ha jocTyn a0 6a3 Root CA Ta Intermediate CA oxHo4YacHo).

3.3 KilieHTChKA YacTHHA

Xo4 OCHOBHA poOOTa 3 CHUCTEMOI0 BHUKOHYEThCs y BuUTisial REST — 3amwris,
KJIIEHTChKUI 1HTep(deic TakKoX MNpUCYTHIM. 3aBasKu LbOMY 1HTEpQeicy MoxkHa
3apeeCTPyBATUCh Yy CHCTEMi, BHECTH HOBUM cepTu(dikaT dyepe3 mpocTy QopmMmy
3aBaHTaXeHHs (popMa mpejcTaBiIcHa Ha PUCYHKY 9), MeperisHyTH cepTU(IKATH IO

OyJIM 3aBaHTAXKEH1 Y CUCTEMY KOPUCTYBayeM, BUJAAIUTH 1X a00 3aMIHUTH.

RootCa.WebApi Home Upload file

Select file to upload

Bbibepute ¢ann | certificate.cer

Upload

Pucynox 3.2 — ®opma 3aBaHTaKeHHS cepTU(IKATY
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Pucynok 10 300paxye ¢popMmy, 1110 BUBOAUTH CEPTU(DPIKATH KOPUCTYBaya, a TAKOX
JIO3BOJIAE 1X BUAAIMTH YW 3aMiHUTU. Takuil iHTepdehc MpUCyTHIN mpu 3BEpHEHHI 10

Root CA a6o Intermediate CA.

RootCaWebApi Home Upload file Certificates Register Login

956239674 for Vladyslav Olsanskyi,Issuer=Test issuer, 08/03/2020 - 06/03/2024

Replace | Remove

67045623123 for Vladyslav Olsanskyi, Issuer=Test issuer, 10/03/2020 - 08/03/2022

Replace | Remove

Pucynok 3.4 — ®opma neperisiay cepTudikatiB KOpUCcTyBaya

Hartuckanns Ha Oyab-skuii 3 cepTudikaTiB BIIKPUE BIKHO NIEpETsiay cepTudikary,
JI€ OKpIM MPUCYTHIX JTaHUX TaKOX € MyOJIYHUN K04 cepTu(dikaTy, Ta MNPUCYTHS
MO>KJIMBICTh CKauaTu JaHui ceptudikar y popmarti *.cer. @opma 300paxkeHa Ha pUCYHKY

11.

RootCaWebApi Home Upload file Certificates

Serial number: 956239674

Issuer name: Test issuer

Owner name: Vladyslav Olshanskry
Valid from: 08/03/202000:00:00
Valid to: 06/03/2024 00:00:00

Public key: 00:c9:22:69:31:8a:d6:6cea:da:c3:7f:2c:ac:ab: af:c0:02:ea:81:cb:65:09:fd:0c:6d:46:5b:c9:1e: 9d:3b:ef

Download

Pucynox 3.5 — ®opma nepermnsiay ceprudikary
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Cnig 3a3HauMTH, II0 JaHa KHOMKA BHKOPUCTOBYE TE€ XK MOCHJIAHHA, 110 Oyne
BUKOPHUCTOBYBaTU KopucTyBad B REST — 3amuTi. Ile 3HaunTh, 1110 ii MOKHA CKOIIIOBATH
Ta BUKOPUCTOBYBATH HAIpsIMy. 3aBaHTaXEHHS cepTU(IKATy HE MOTpedye aBTOpU3aLlii.

Revocation Center mae nuie ofaHy GyHKIIIO — MEpEBIPpKU Ha Bia3uB. B HbOro €
dbopma 3aBaHTaKEHHS cepTUDIKATY, AKUH Oy/1e MEPEBIPEHO OIpa3y IICIsI 3aBaHTAKCHHS.
[Ticnst mepeBipkHM cucTemMa CHOBICTHTD, Ud OyB Biji3BaHUM JaHUI cepTudikat abo Horo

KOpIHHMM cepTudikaT. Pe3ynbrar nepeBipku NpeacTaBiIeHU Ha pUCYHKY 12,

RevocationCenter WebApi Home

Serial number: 956239674
Issuer name: Test issuer

Owner name: Vladyslav Biletskyi
Valid from: 08/03/2018 00:00:00
Valid to: 06/03/2024 00:00:00

Result: Root certificate of the uploaded one was revoked

Pucynok 3.6 — Pe3ynbTrart nepeBipku ceptudikary.

Crig 3a3HaYMTH, 110 TaHUW Pe3yJIbTaT Oy1€ OTPUMAHO JIMIIE YepPe3 BUKOPUCTAHHS
iHTepdeticy kopuctyBada. B pa3i Bukopucranus npotokorny REST Bigmosimmio Oyme
CTPYKTypa 3 TOJISIMH, III0 BKa3ylOTb, YU TPOUIIOB CepTU(IKAT MepeBipKy (JIOTidHE
3HaueHHs true abo false), Ta moBimOMIIGHHS NMPO NMPUYMHHM BIAXWICHHS (KOJIM cam
ceprudikat abo HOro KOpiHHUN cepTHdIKAT BIT13BAHO).

Koxna 3 BkazaHux Aiil Mmoxe OyTu BUKOHaHa 3a jgomnomororo REST — 3anuty, a
iHTEepdeic aumie ayosoe (YyHKUIOHAIBHICTh 3aMUTIB, JIO3BOJISIIOUM KOPUCTyBayam
TEeCTyBaTH CBOI 1HTerpamiro. Takox, iHTepdeiic Moxke OyTH BHUMKHEHHMHA 3a
HEOOXI1THICTIO 32 I0NOMOTro10 KOoH(pirypaitiitHoro gairy.

DbHealthKeeper ve mMoxxe OyTH JDOCTYIHUM 3 MEpEKi, TOMy BiH HE Ma€ CBOTO

inTepdeiicy. IlpoTe BiH Mae 1Ba BIAKPUTUX METO/IH, 32 SIKUMU CEPBICH MOKYTh OTPUMATH
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JaTy OCTaHHbOI MEPEBIPKHU 0a3 JTaHUX Ta MPUMYCOBO 3aIlyCTHUTH 1110 iepeBipky. Ha nanuit

MOMEHT JlaTa OCTaHHbOI MEPEBIPKH BioOpakaeThes B iHTepderici Root CA.
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3.4 TectyBaHHs1 po3p00JieHOT0 MPOrPAMHOI0 3a0e3neyeHHs

[Tporec 3a06e3nedeHHs IKOCT1 IPOrpaMHOro 3a0e3eueHHs POHUKAE B YC1 CTali
po3poOku 1H(popmalliiHux cucteM. OCHOBHUMHM 3aBJIaHHAMH I[bOTO TIPOIIECY €
BU3HAYEHHS METOJUKHU 3a0€3MeUeHHs SKOCTI CTBOPIOBAHOTO MPOAYKTY, BOYJAOBYBaHHS
Mpoliecy TECTYBaHHS B 3arajibHUM Mpoiec po3poOKH MPOrpamMHOro 3a0e3NedeHHs, a
TaKOK BHOIp 1HCTPYMEHTaJIbHUX 3aCO001B MIATPUMKH Oi3HEC-TIPOLIECIB, MOB'A3aHUX 13
3abe3neueHHs M sikocTi [13. TecTyBaHHS mporpamMHOro 3a0e3MeyYeHHs — 1€ IPOIIeC
MOIIYKY 1€(EKTIB B CUCTEMI, 5Kl BiIOYBaIOTHCS Yepe3 MOMUIIKU B IPOTrpami, ki MOKYTh
NPUBECTH JI0 BHUXOMY 3 JaAy pe3yJbTyIOUOro IpoAyKTy. TecTyBaHHS MpPOTPamMHOTO
3a0e3MeUeHHs Ma€ Pi3Hi 1Tl 1 3aBJaHHs, K1 BKIIOYal0Th B ce0e:

— BUSIBJICHHSA JIe(PEKTIB;

— HaOyTTS BIIEBHEHOCTI 1 HaJJaHHs 1H(OpMaIii PO PIBEHb AKOCTI;

— 3anobiranHs ne(exTis.

[1ix yac po3poOKK MPOrpaMHOi CUCTEMH OyJIM HAaMCaH1 MOYJIbHI Ta IHTErpaliiHi
TECTH, SIKI MATBEPKYIOTh SIKICTh KIHIIEBOTO MPOAYKTY. Moly/ibHE TeCTyBaHHS (FOHIT-
TECTYBaHHS) — L€ TECTYBaHHS MIHIMaJIbHO MOXJIMBOIO KOMIIOHEHTY, HalpHKJIaJ,
okpemoro kinacy abo ¢ynkuii. KOHIT-TeCTyBaHHS MIATBEPIKYE KOPEKTHICTH POOOTH
QITOPUTMY, aJKe (PYHKITIS YU KIac TeCTyrOThes B 130iaii[ 14]. Ilix gac inTerpariitHoro
TECTYBaHHS TECTYIOThCS 1HTep(decH MK KOMIIOHEHTaMU Ta MIACUCTEMaMHU, TOOTO
B32€EMO/IIS MK KJIACAMH, apXITEKTYPHUMHU PIBHSIMH CUCTEMH.

Takoxx Oyno mpoBeaeHe KOHPIrypauiiiHe Ta HaBaHTAXXyBaJlbHE TECTYBaHHS
nporpamHoi cucrteMu. KondirypauiiiHe TecTyBaHHSI MNPOBOAMUTHCS ISl TOrO, 1100
3a0€3MeUnTH ONTUMAIBLHY POOOTY TporpamMu B PI3HUX Opay3epax 3 ypaxyBaHHSIM ixX
Bepcii, mponopiiiii ekpany. Ciif 3ayBaXuTH, MO0 KOHQITypaIriiiiHe TecTyBaHHS OyIo
npoBeneHo sk uepe3 WEB-inTepdeiic, o nocuiias 3anut (MaKeTHUN CaiT), Tak 1 yepe3
REST-3anurn.

HaBantaxxyBanbHe TeCTyBaHHS — 1€ aBTOMaTU30BaH1 BUIIPOOYBAaHHS MPOrPAMHOI

CUCTEMH, III0 IMITYIOTh Pi3HI HaBaHTAXKYBaJIbHI MOJEII, 3 METOI0 KOMIUIEKCHOI OIlIHKH
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NPOAYKTUBHOCTI, TMEPEBIPKU SIKICHOI 1 Oe3mepebiiiHoi poOOTH CHCTEMH, a TaKOX
MepeBIpKU  BIAMOBIAHOCTI BUMoraMm Oe3rneku Ta edexktuBHOCTI. HapaHTakyBajabHe
TECTyBaHHS JIOMIOMArae 3'sCyBaTl TPaHUYHI YMOBU HABAaHTAKEHHS HAa CUCTEMY, TIPH STKUX
BOHA MPOJOBXKYE MpaIoBaTH CTAaOUIbHO 1 3 MPUHUHATHUM YacoM BIATYKY, a TaKOX
OI[IHUTU 3JAaTHICTh CHUCTEMH TPaBUJIBbHO (QYHKIIOHYBAaTU B pa3l IEPEBUIICHHS
IUTAHOBAaHUX HaBaHTaXeHb. /(711 BUKOHAHHS HABAaHTAXYBAaJbHOTO TECTYBAaHHS OYJO
BUKOpHUCTaHO aojaTtok JMeter, mo emymoBaB 300 ogHOYACHMX 3aIlMTIB BIJ PI3HHUX
KOPHUCTYBaYiB.

[lin yac HaBaHTa)XyBaJbHOTO TECTYBAHHS CEPUO3HMX HEIOJIIKIB BHSBJICHO HE
OyJ10, 110 CBITYUTH PO CTAOUIBHICTH POOOTH pO3POOICHOT BEO-CUCTEMH Ta MOKJIMBICTh
il BAKOpHUCTAaHHs O0araTbMa KOPUCTYBauaMH OJHOYACHO.

Takox juisi TecTyBaHHS (YHKIIOHATBHOCTI CHUCTEMHU OYyJIO 3aCTOCOBAHO TaKUM
M1X1/1, SK TUMOBE TECTYBaHHS.

Smoke Testing (I1MMOBE TeCTyBaHHs) y T€CTyBaHHI MPOrPAMHOI0O 3a0e3MeYeHHS
O3HaYya€ MiHIMaJbHUN HaOIp TECTIB Ha ABHI MOMWIKM. Lleil TecT 3a3BuUail BUKOHYETHCSA
camuM mporpamictom. [Iporpamy, 1o He MpoIuTa TaKuil TECT, HEMA€E CEHCY MepeIaBaTu
Ha TJIMOIIIEe TECTYBaHHS.

[lepmie cBo€ 3acTocyBaHHS 1IeW TEPMIH OTPUMAB y MIYHUKIB, KOTP1 30yayBaBIIH
MY, 3aKpUBAJIM BCi OTBOPH, MOYMHAIM TOMUTHU ii W MEPEKOHYBAIMCS, IIO AWM 17€
BUKJIFOYHO 3 TiepenbaueHux Micilb. [[OBTOpHE «HApOKEHHS» TEPMiHY BIIOYJIOCS B
paaioenektpoHiul. [licis nepepoOKu uu peMOHTY €JIE€KTPOHHOTO TPUCTPOIO HOTo MPOCTO
BMUKAJIM HA KOPOTKHM Yac. SKIo miciis bOro 13 MPUCTPOIO HE MIIIOB UM, BBAXKAJIOCH,
10 TECT MPOUJIEHO.

Jlnist O1TbIN CKIIAAHUX KOPIMOPATUBHUX CHUCTEM IILOTO BHJLy TECTYBaHHS 3a3BUYAN
HEJOCTaTHbO 1 MOTPIOHE MOKPUTTA (PYHKIIOHATY aBTOTECTaMH a0O HANMCAHHSA TECT
KEHCIB Ta MPOBOHKEHHS py4HOTo TecTyBaHHs. OOMIBa MiAX0oAu MOTpeOyoTh HabaraTo
OUIBIIMX BUTPAT Yyacy KBali(piKOBaHUX KajpiB. [[uMoBe TeCTyBaHHS € AJOCTATHIM JIJIsl HE
CKJIQJIHUX CHUCTEM Ta MOXE JIOBOJII IIBHUIKO IPOBOJAUTHCS PO3POOHHMKAMHM, HaBITH O€3

3aJTy4€HHsI TECTYBAJIbHUKIB.
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VY mporeci AMMOBOTrO TECTyBaHHS 3a3BMYail CTBOPIOETHCS MiIHIMaJbHUI HaOIp
TeCT-KeHCiB, 1m0 Ha3uBaeThcsi Happy Path. SIkmo Bci Tect-kelicu y Takomy creHapii
OPOXOJAATh 3 TMO3UTHUBHUM pE3yJIbTaTOM, TO JUMOBE TECTYBAHHS BBAXKAEThCS
3aBEpPIICHUM TO3UTUBHO, SKIIO Xo4ya O OJMH CIEHapiil mpaitoe HEKOPEKTHO —
dbyHKITIOHAT TOTpeOye TOOMpaItOBaHHS.

3aranoM ITUMOBE TECTYBaHHS OyJIO MPOBEACHO 3 TAKUM (PYHKITIOHAJIOM CHCTEMH,
SK: aBTOpH3allisi, PEECTpallisl, JOJAaHHS HOBOTO YPOKY, IJIAHYBAaHHS Ta 3aBEPIICHHS
YPOKY, TOJaHHS KOMIIO3UIIi1, TUTAaHYBaHHS Ta 3aBEPILICHHS] KOMITO3MIIIi, TOAaHHS MICHI,
IUIaHYBaHHS Ta 3aBeplleHHs micHI. HemomikiB mig 4Yac MNpPOBEACHHS AUMOBOIO
TECTYBAaHHS BUSBIIEHO HE OYIIO0, 1110 CBIIYUTH PO BUCOKY AKICTh PE3YJIbTYIOUYOI CUCTEMU

Ta CTaOUIBHICTH 1i (DYHKIIIOHAITY.

3.5 BucHoBKH 1o po3aiay 3

Byno ctBopeHo cuctemy KOHTpPOJIO Ta 30epiraHHs cepTU(IKaTIB 3a JOIMOMOTOIO
texnonorii ASP.NET CORE, ASP.NET Web API, ta moB nporpamyBanus C# Ta
JavaScript.

Pe3ynbraTroM mpoekTy € cuctemMa, IO CKJIaJa€ThC YOTHPbOX OKPEMHUX
MIKpPOCEPBICIB, sIKa B IEPCIIEKTUBI MOK€ OYTH pO3IIMPEHA 32 PaXyHOK BOYJI0BU CUCTEMU
y KJIIEHTCHKI MEpPEeXi KOPUCTYBAUIB CUCTEMH.

Cucrema pno3Bosisie 30epiraT cepTU(IKaTH KOPUCTyBaya, TapaHTYHOUM iX
IUJTICHICTh, a TAKOXK J103BOJIsIE BOYJIOBYBATH MTOCUJIAHHS Ha cepTU(IKAT Y 1HII MPOIYKTH.
Kpim Toro, nepeBipsie KoskeH cepTudiKaT Ha MUTICHICTh Ta BUKJITIOYATH HECAHKI[IOHOBAaH1
3MiHHM 32 JIOTIOMOTOIO TIOCHUJICHOTO 3 BUKOPUCTAHHSIM CTIMKOTO /10 aTaK 3 BUKOPUCTAHHSM
KBaHTOBHMX oOuucieHb anmroputMy NTRU-Prime, ciinkye 3a poboToro 6a3u, Ta MOXe

HOTH(IKYBATH MMPO BiA3UB CEPTUDIKATIB.
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BUCHOBKHA

B pesynbTari BUKOHAHHS AUIUIOMHOTO TMPOEKTY OyIO JOCHIIKEHO Cy4YacHi
apXITEeKTypH IEHTPIB cepTudikaiii KIOUiB, iX IepeBard 1 Heaomiku. JlocmimkeHo
ITOPUTMH 711 3a0€3MEUYeHHs LUTICHOCTI CcepTU(IKaTiB, sKi 3a0e3MeuyloTh CydacHi
3aco0u 1mMdpoBoro MiANMUCY. Byno CTBOpeHO cHCTEMY KOHTpOJIO Ta 30epiraHHs
ceprudikarip 3a gormomororo Texuosorii ASP.NET CORE, ASP.NET Web API, ta moB
nporpamyBanHs C# ta JavaScript.

Pe3ynbraToM TPOEKTY € CHUCTeMa, IO CKIAJAEThCS YOTHPbOX OKPEMHUX
MIKpPOCEPBICIB, sIKa B IEPCIIEKTUBI MOKE OYTH PO3IIMPEHA 32 PaXyHOK BOYJI0BU CUCTEMU
y KJIIEHTCHKI MEpPEXi KOPUCTYBAUiB CUCTEMH.

Cucrema pno3Bosisie 30epiraT  cepTUdIKaTH KOPUCTyBada, TapaHTYIOUM iX
IUTICHICTh, @ TAKOXK J103BOJIsIE BOYJIOBYBATH MTOCUJIAHHS Ha CepTU(IKAT Y 1HII MPOAYKTH.
Kpim Toro, nepeBipsie Ko>keH cepTHidKaT Ha HUTICHICTh Ta BUKIIOYATH HECAHKI[IOHOBAaH1
3MiHH 32 IOTIOMOTOFO IMTOCHUJICHOTO 3 BUKOPHUCTAHHSIM CTIMKOTO /IO aTaK 3 BUKOPUCTaAHHSIM
KBaHTOBHMX oOuucieHb anroputMy NTRU-Prime, ciinkye 3a poboToro 6a3u, Ta MOXKe
HOTH(IKYBATH MPO BiA3UB CePTUDIKATIB.

Jlns  peanizaiii BCbOro HEOOXiMHOro (QyHKIIOHANYy Oylia MpoaHaii30BaHa
npeaMeTHa 00J1acTh, BUSBIICHI B3aEMOBITHOCHHU MK OCHOBHUMHU 00'€KTaMH CHUCTEMHU.
[Ipn anamizi npeamMeTHOi 00JACTI MPOBOAWINCH KOHCYJBTALll 3 MpeACTaBHUKAMMU
npeaMeTHOI 00J1acTi (PO3pOOHUKAMH MPOTrPaMHOT0 3a0€3MEeUeHHsI, 1110 BUKOPUCTOBYIOTh
ceptudikatu 3 BIAKPUTUM KIFOUEM, TpalliBHUKaMH cepBic-lieHTpy IT-xommanii, sxi
3aitmanucs po3roptkoro Microsoft Active Directory Ta mogiOHUX CUCTEM B JIOKAJIbHUX
Mepe)kax KOMITaHii ), MicIis YOro J1aHi OMUTIB OyJIM CUCTeMaTh30BaH1 Ta (opMalii3oBaHi.
Jlst 30epiranns iHGopMalii Oyia cipoekToBaHa 6a3a JaHuX, sSiKa BiI0OpaXkae BCl 3B'SI3KU
MDK CYTHOCTSMH AaHO1 mpeameTHoi obsacti. Cuctema 31aTHa 3aJI0BOJLHUTH MOTPEeOH
po3poOHuKiB I13, 1110 € KIIiEHTaMU CUCTEMH, Ta B TIEPCIIEKTUBI MOKe OyTH BIPOBAKEHA
y BHUKOPUCTaHHS B SIKOCTI TECTOBOi, a 3rOJJOM 1 OCHOBHOi cuUcTeMH 30epiraHHs

cepTudikaTiB y KOMIIaHIsIX PO3POOKH MPOTPaAMHOTO 3a0€3MMEeUEHHH.
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