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Actuality. Today, a large number of corporations and governments consider
quantum computers and related quantum computing to be one of the most
promising areas for fundamental research. The development of these
technologies may pose a threat of compromising all widely used cryptographic
algorithms. For this reason, the study of the impact of quantum computing on
modern and promising crypto algorithms is a priority task [1].

The purpose is to study the impact of quantum computing on modern crypto
algorithms. Identify opportunities to improve crypto algorithms to minimize
and/or eliminate the likelihood of their possible compromise. Investigate
promising crypto algorithms created to solve the problems of post-quantum
cryptography.

Main points. When researching the impact of advanced quantum computers
on modern cryptographic systems the primary task is to determine their potential
computing capabilities. Today cryptography researchers most often assume that
large-scale quantum computers will allow compromising all modern crypto
algorithms in a relatively short period of time. In this case, symmetric encryption
algorithms with a key length of 256 bits and asymmetric algorithms with a key
length of 2048 bits (for the RSA algorithm) and 256 bits (for the ECC algorithm)
are considered as modern. Also, modern crypto algorithms include hashing
algorithms with length of output sequence equal to 256-bit [2].

In the process of improving existing encryption and hashing algorithms the
main approach is to increase the key length for encryption algorithms and the
length of the output sequence for hashing algorithms respectively. According to
the conclusions of most researchers the minimum permissible key length should
be 512 bits. This will ensure the crypto resistance of these algorithms in the near
future [3].

In the case of the asymmetric encryption algorithms researchers' opinions
differ. In the analyzed scientific papers the researchers propose increasing the
key length similarly to symmetric algorithms. But some researchers believe that
increasing the key length will lead to a significant decrease in performance
making them irrelevant [3].

The most authoritative report in this area is the NIST report. According to
this report increasing the key length for symmetric encryption algorithms is
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proposed. A similar approach for hashing algorithms is used (increasing the
length of the output sequence). In the case of modern asymmetric algorithms
their using is considered inappropriate [4].

Another approach is to create new algorithms. The main goal in this case is
to increase the complexity of the brute-force search problem. The complexity of
solving these problems allows to ensure the required level of crypto resistance
[5].

Conclusions. Most researchers today identify large-scale quantum
computers as a significant threat to the compromise of modern crypto algorithms.
According to the study modern versions of crypto algorithms should be
considered potentially vulnerable if a large-scale quantum computer with a
significant number of qubits is created. Based on these modern symmetric crypto
algorithms require increasing key length which will ensure an appropriate level
of cryptographic resistance. In the case of asymmetric encryption algorithms a
replacement according to the requirements for post-quantum cryptography will
need to be created.
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