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The relevance of ensuring cybersecurity of unmanned aerial vehicles
(UAVs) is rapidly increasing. Their growing popularity in military commercial
and research applications is becoming critical [1]. In this context, the Zero Trust
approach, which focuses on verifying every interaction in the network, offers a
reliable way to protect UAV communication channels, control and operating
systems. In today's cyberspace, it is of vital importance to prevent unauthorised
access, data interception and drone hacking by providing protection through
authentication, segmentation and monitoring.

The purpose of this paper is to substantiate the need for and propose the use
of Zero Trust technology to protect information assets of UAVs operating in the
modern aggressive cyberspace.

Main points. Zero Trust is a cybersecurity model that provides for the
verification of every user and device without trust by default, regardless of their
location [2].

Key arguments that determine the need to use Zero Trust to protect UAV
cyber assets:

— vulnerabilities in UAV communication channels and control systems
can lead to data loss, technology theft, or disruption of operations [3];

— Zero Trust implies the absence of «trust» between network elements
meaning that every interaction in the system must be verified and protected;

— Zero Trust requires multi-level authentication and reliable data
encryption to provide protection even if a part of the network is
compromised [4];

— for secure Zero Trust operations, artificial intelligence and machine
learning algorithms are used to analyze network behavior, which helps to detect
suspicious activities and respond to them before they cause harm;

— the network segmentation limits each device access only to the
resources it needs [5];

— with the development of swarm technologies, Zero Trust approaches
can scale to protect hundreds of UAVs in swarms that interact with each other
and with the base station;
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— as cyber threats and cyberattack tools become more sophisticated, the
importance of Zero Trust for UAVs is increasing. Modern research and
technology is aimed at creating adaptive solutions that will protect UAVs, even
in conditions of unstable communication and dynamic combat situations.

Conclusions. The research identifies specific challenges that arise when
adapting Zero Trust for unmanned aerial vehicles due to limited computing
resources and unstable connectivity. The research found that multi-level
authentication, continuous anomaly monitoring, and dynamic network
segmentation can significantly reduce UAV security risks, even in the event a
compromise of individual system elements.
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